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Abstract

The purpose of this TCG is to review the many options available on Avaya Ethernet and Ethernet
Routing Switches for interoperability with Avayad # Phone sets.
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Conventions

This section describes the text, image, and command conventions used in this document.

Symbols

‘ Tip 1 Highlights a configuration or technical tip.

| Note i Highlights important information to the reader.

N Warning i Highlights important information about an action that may result in equipment
damage, configuration or data loss.

Text

Bold text indicates emphasis.

Italic text in a Courier New font indicates text the user must enter or select in a menu item, button
or command:

ERS5520-48T# show running - config

Output examples from Avayadevices are displayed in a Lucida Console font:
ERS5520-48T# show running - config

I Embedded ASCII Configuration Generator Script

! Model = Ethernet Routing Switch ERS Stackable
! Software version = v5.0.0.011
enable

configure terminal
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AVAYA

1. Overview

This TCG covers standalone Avaya IP Phone sets and how they can be deployed on various
Avaya switches. It will cover features on Avaya switches related to VolP with configuration
examples. Overall, topics that will be covered include the following:

Ethernet switch platforms that support PoE:
1 Ethernet Routing Switch 5000: 5520-48T-PWR, 5650TD-PWR, 5698TFD-PWR

1 Ethernet Routing Switch 4500: 4526T-PWR, 4550T-PWR, 4524GT-PWR, 4526GTX-
PWR, 4548GT-PWR

1 Ethernet Routing Switch 2500: 2526T-PWR, 2550T-PWR
1 Ethernet Routing Switch 8300

VolP technologies:
1 Auto configuration via DHCP for VolP Phone sets

Auto provisioning using tftp or http

Avaya Energy Saver (AES)

Authentication using EAPoL (802.1x)

Auto Detection Auto Configuration (ADAC)

Link Layer Discovery Protocol (LLDP)

Power over Ethernet (PoE)

=A =4 =4 4 4 -4 -4

Quality over Service (QoS)
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2. Automatic Provisioning Configuration
Examples

This section will cover various configuration examples to allow for automatic or zero-touch
provisioning of Avaya IP phones using Avaya data switches. The following chart summarizes
each configuration example.

Section | Iltem QoS Description
2.2 Double DHCP Manually configured® | Uses DHCP to get VLAN ID for voice
VLAN from data DHCP scope
23 LLDP-MED Manually configured” | Switch uses LLDP-MED Network Policy to
provision voice VLAN
24 Double DHCP None Uses DHCP to get VLAN ID for voice
VLAN from data DHCP scope using the
ERS 8300
25 ADAC 1 MAC Automatically applied | Uses ADAC to automatically detect IP
Detection to Voice VLAN Phone using MAC address of IP Phone
2.6 ADAC T LLDP Automatically applied | Switch uses ADAC to automically detect
Detection to Voice VLAN? IP Phone using LLDP and uses LLDP-

MED Network Policy to set VLAN ID and
QoS settings for the IP Phone

2.7 EAP MHMA N/A Optional configuration to enable IP
Phones as an EAP Supplicant using MD5
2.8 EAP NEAP N/A Optional configuration using the EAP

NEAP feature on the switch allowing it to
authenticate the IP Phone using its MAC

address
29 EAP non-eap- N/A Optional configuration using the EAP non-
phone eap-phone feature on the switch allowing

it to authenticate the IP Phone using the
IP phone DHCP signature without using

RADIUS
2.10 DHCP and N/A DHCP server settings and provisioning
Provisioning files for the IP Phones used in this
files example
211 Avaya Energy N/A Optional configuration adding AES to the
Saver switch
2.12 DHCP Server N/A Windows 2003 DHCP server settings

TQoS can be added in a number of methods such as simply trusting all traffic, applying filters, or
enabling Auto QoS (applies to Avaya 1100, 1200, or 2000 series only)
% The LLDP-MED Network Policy can also set the QoS DSCP and p-bit priority values

Avaya Inc. T Proprietary & Confidential. 10
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2.1 Reference Diagrams

2.1.1 Diagram 1: Stackable Ethernet Routing Switch
EAP
Supplicants F
Avaya_ 9640
N
00-1b-4-58-1a-d0

ERS-Stackable
Mgmt IP = 10.5.21.8

10.30.30.20 CSE1000 (S1)

" SMLT Cluster
DHCP Relay

Port 23-24

Avaya 1230
s Tagged VLAN

e

Ports 3 to 11 201, 805, 1002 10.88.2.20
00-24-00-0D-8D-AA -
Data VLAN = 1002 (10.5.102.0/24) | 172.168.100.50
Voice VLAN = 805 (10.5.85.0/124) .
Mgmt VLAN = 201 (10.5.21.0/24) - RADIUS Server
HTTP Server B’ Avaya Ignition Server
TFTP Server

SNTP Server 192 168.50.100
Figure 1. Base setup - Stackable Ethernet Routing Switch Setup

The following are the details for the base configuration:

i ERS-Stackable is a stackable Ethernet Routing Switches (ERS 2500, 4500, or 5000
series) setup as a Layer 2 switch connected to an SMLT Cluster
9 The SMLT Cluster requires that DHCP Relay be enabled with a DHCP Relay agent for
both the voice and data VLANs
1 Overall, we will configure the following
o0 Create Voice VLAN 805 with port members 3to 11, 23, and 24
0 Create Data VLAN 1002 with port members 3 to 11, 23, and 24
o Create Management VLAN 201 with port members 23 and 24
o Configure access ports 3 to 11 to allow untagged Data VLAN 1002 and tagged
Voice VLAN 805
o Configure core ports 23 and 24 using MLT 1 using VLAN tagging and with
Spanning disabled
o Use all the recommended SMLT best practises
1 Details regarding various Avaya IP Phone DHCP and provisioning file parameters are
listed in Appendix A
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2.1.2 Diagram 2 : Ethernet Routing Switch 8300

Data VLAN = 61 (10.84.84.0/24)
Voice VLAN = 220 (10.84.85.0/24) CSE1000 (S1)

. or

00-24:00:00:60-CO \  ERSB300-1 10.88.2.20 CSE1000 (S2)

\\’é— 10.88.3.20 ‘ >

00:24:00:00:30:A0
-

Phone 2

VLAN 53
10.83.83.0v30

Ports 111 to 1025

Phone x ‘i Provisioning Server
\\‘/‘ | 172303050
DHCP Server
TFTP Server

Figure 2: Base setup - Ethernet Routing Switch 8300 Setup
Overall, we will configure the following:

Create Voice VLAN 220 with port members 1/1 to 1/25

Create Data VLAN 61 with port members 1/1 to 1/25

Create Trunk VLAN 83 with port member 5/5

Enable DHCP relay for VLAN 220 and 61

Enable Spanning Tree Fast-Start on ports 1/1 to 1/25 and disable STP on port 5/5
Configure all voice ports, 1/1 to 1/25, with POE priority of high

Enable RIP on all VLANs

By default, the ERS 8300 passes both the DSCP and p-bit values as-is. The p-bit value
determines the QoS level. For this example, we will not configure QoS as we are using
VLAN tagging for the Voice VLAN

9 Details regarding various Avaya IP Phone DHCP and provisioning file parameters are
listed in Appendix A

= =4 =4 -8 -8-4_-9-1
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2.2 Auto Configuration with a Stackable Ethernet
Routing Switch using DHCP i Base Configuration
The following configuration example covers setting up a network to support both voice and data
with Avayads stackabl e EtIRhomesets uBmgDHCPntg cordiguiet c hes and
the IP Phone sets. Please note, it is still advisable to use a provisioning server to allow for full

configuration of the IP phone sets. We will cover how to setup the edge switch for Layer 2
operations using the best practises when connecting to an SMLT cluster.

This configuration example is in reference to diagram 1.

2.2.1 Stackable Switch Configuration

2.2.1.1 Go to configuration mode.

ERS-Stackable Step 1 - Enter configuration mode

ERS Stackable >enable

ERS Stackable #configure terminal

2212 Create VLANOS

ERS-Stackable Step 11 Cr eat e VLANOG6s 201, 805, and 1002

ERS Stackable (config)# vlan create 201 name mgmt type port
ERS Stackable (config)# vlan create 805 na me voice type port
ERS Stackable (config)# vlan create 1002 name data type port

ERS-Stackable Step 21 Enable VLAN tagging on all appropriate ports

ERS Stackable (config)# vlan port 23 - 24 tagging tagall
ERS Stackable (config)# vlan port3 - 11 tagging untagpvidO nly

ERS-Stackable Step 3 i
members

Set VLAN configuration control to automatic and add VLAN port

ERS Stackable (config)#  vlan configcontrol automatic

ERS Stackable (config)# vlan members add 201 23 -24
ERS Stackable (config)# vlan members add 1002 3 -11,23 -24
ERS Stackable (config)# vlan members add 805 3 -11,23 -24

ERS Stackable (config)# vlan port3 - 11 pvid 1002

ERS-Stackable Step 41 Remove port members from the default VLAN

ERS Stackable (config)# vlan members remove 1 3 -11,23 -24
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2.2.1.3 Add MLT

ERS5698TFD-1 Step 11 Add MLT with trunk members

ERS Stackable (config)# mlt 1 enable member 23,24 learning disable

2.2.1.4 Enable VLACP on trunk members using recommend values

ERS-Stackable Step 1 i Enable VLACP on uplink port member 23 and 24 using the
recommended VLACP MAC and timeout values

ERS Stackable (config)# vlacp macaddress 01:80:¢2:00:00:0f
ERS Stackable (config)# vlacp enable

ERS Stackable (config)# interface fastEthernet 23,24

ERS Stackable (config -if)# vlacp timeout short

ERS Stackable (config -if)# vlacp timeout -scale 5

ERS Stac kable (config -if)# vlacp enable

ERS Stackable (config -if)# exit

2.2.1.5 Discard Untagged Frames on uplink ports to SMLT Cluster

ERS-Stackable: Step 17 Enable Discard Untagged Frames

ERS Stackable (config)# vlan ports 23 - 24 filter - untagged - frame enable
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2.2.1.6 Configure Management IP address on switch

An IP address can be added in one of two ways. If the switch is strictly used as a Layer 2 switch,
then an IP address can be added via the Layer 2 method using the CLI command ip address
<switch|stack> <IP address> netmask <mask> default-gateway <default GW>.

22.1.6.1 Adding Management IP - Layer 2

ERS-Stackable Step 11 Set the IP address of the switch

ERS Stackable (config)# vlan mgmt 201

ERS Stackable (config)#  ip address switch 10.5.21.8 netmask 255.255.255.0
default - gateway 10.5.21 .1

2.2.1.6.2 Adding Management IP - Layer 3

ERS-Stackable Step 17 Set the IP address of the switch

ERS Stackable (config)# vlan mgmt 201

ERS Stackable (config)# interface vlan 201

ERS Stackable (config -if)# ip address 10.5.21.8 netmask 255.255.255.0
ERS Stackable (confi g-if)# exit

ERS-Stackable Step 17 Add the default route

ERS Stackable (config)# ip routing
ERS Stackable (config)# ip route 0.0.0.00.0.0.0 10.5.21.11

2.2.1.7 Configure PoE levels

If you wish, you can change the default PoE level of low to either high or critical.

ERS-Stackable Step 11 Set PoE Power level high on all VoIP ports

ERS Stackable ( config)# interface fastEthernet 3 -11
ERS Stackable (config# poe poe - priority high
ERS Stackable ( config)# exit
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2.2.1.8 QoS
There are several options you can deploy to add QoS for the voice traffic.

1 Assign QoS class of trustedto allportsi easi est to i mpl ement,
may not be a good idea

Assign QoS class of trusted to all ports and adding a filter to remark the data traffic

Set all access ports as untrusted (default setting), set uplink ports as trusted, and add a
filter to remark the voice traffic to CoS level of Premium

1 Enable Auto QoS 1 only supported on limited Avaya products as listed below
o CS1000, CS2100, BCM, and/or SRG call servers
1 Enable ADAC i automatically provides QoS only to the voice VAN

For this example, we will simply trust all traffic by simply setting all ports as trusted ports. This is
the easiest method for applying QoS.

If you are using an Avaya Ethernet Routing Switch 5000 or Ethernet Routing Switch

4500 (release 5.4 or higher), you will need to define a queue set other than the default

queue set which only uses two queues. At mimimum, it is recommended to use queue

| set 4 which will provide three weighted queues and one strict queue using the CLI
command qos agent queue-set 4. Use the CLI command show qos queue-set to view
the make up for each queue set. The ERS 2500 only supports one queue set, queue set
4, which supports one strict queue and three weighted-round-robin (WWR) queues.

ERS-Stackable Step 17 Change from default queue set (queue set 2) to at least queue set
4 and reset the switch. Note, this only applies to the ERS 5000 or ERS 4500

ERS Stackable (config)# qos agentqueue -set4

QoS queue setting isn't effective until aft er reset.

ERS-Stackable Step 21 Create a new interface group with a class of trusted

ERS Stackable (config)# qosif - group name trusted class trusted

ERS Stackable (config)# qosif -assign port1 - 24 name trusted

ERS-Stackable Step 3 1 Traffic Profile Option. Configure either a traffic profile or ACL to
remark the data VLAN with a QoS level of Standard depending on switch model. Assuming
ERS-Stackable is an ERS 4500 or ERS 5000, it is recommend to use traffic profiles

ERS Stackable (config)# qos traffic - profi le classifier name one vlan -min 1002
vlan - max 1002 ethertype 0x800 update -dscp Oupdate -1p0
ERS Stackable (config)# qos traffic - profile set port 1 - 13 name one
Avaya Inc. T Proprietary & Confidential. 16
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ERS-Stackable Step 37 ACL Option. Configure either a traffic profile or ACL to remark the
dataVLAN with a QoS | evel of Standard dependi
on a ERS 2500, ERS 4500, or ERS 5000 where it is recommended to use traffic profiles

over ACLOGs if supported on the switch

ERS Stackable (configd# qosl2 -acl name one vlan -min 1002 vlan - max 1002 ethertype
0x800 update -dscpOupdate -1p0

ERS Stackable (config)# qosl2 - acl name one ethertype 0x800 drop - action disable
ERS Stackable (config)# qosacl - assign port1 -13 acl - type 12 name one

2.2.1.9 Spanning Tree Configuration

ERS-Stackable Step 17 Enable STP Fast-Start and BPDU filtering on port 3to 11

ERS Stackable (config)# interface fastEthernet all

ERS Stackable (config -ify# spanning - tree port3 - 11 learning fast

ERS Stackable (config -if)# spanning - tree port3 - 11 bpdu - filtering timeout O
ERS Stac kable (config -if)# spanning - tree port3 - 11 bpdu - filtering enable

2.2.1.10 Enable IP Anti-Spoofing and IP Source Guard i Optional

To prevent IP spoofing attacks, it is recommened to enabled IP DHCP Snooing and IP Arp
Inspecttion. In addition, it is recommended to enabled IP Source Guard which prevents a host
from spoofing a source IP other than that assigned by DHCP.

ERS-Stackable Step 1 i Enable IP DHCP Snooping for voice VLAN 805 and data VLAN
1002

ERS Stackable (config)# ip dhcp - snooping vian 805
ERS Stackable (conf ig)# ip dhcp -snooping vlan 1002
ERS Stackable (config)# ip dhcp - snooping enable

ERS-Stackable Step 21 Enable IP Arp Inspection for voice VLAN 805 and data VLAN 1002

ERS Stackable (config)# iparp -inspection vian 805
ERS Stackable (config)# iparp -inspection vl an 1002

ERS-Stackable Step 31 Enable core ports 23 and 24 as a trusted port

ERS Stackable (config)# interface fastEthernet 23-24
ERS Stackable (config -if)j# ipdhcp - snooping trusted

ERS Stackable (config -if)j# iparp -inspection trusted

ERS Stackable (config -if)# exit
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ERS-Stackable Step 41 Enable IP Source Guard on access ports 3to 11

ERS Stackable (config)# interface fastEthernet 3 -11
ERS Stackable (config -if)# ip verify source
ERS Stackable (config -if)# exit
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2.2.2 Verify Operations

Via the ERS-Stackable switch, verify the following information:

Step 11 Verify VLAN Configuration as shown for ERS-Stackable where the default VLAN
should be VLAN 1002 on ports 3to 11

ERS Stackable #show vlan interface info 3 -11

Result:

Filter  Filter
Untagged Unregister ed
Port Frames Frames PVID PRI Tagging Name

3 No Yes 1002 0 UntagPvidOnly Port 3
4 No Yes 1002 0 UntagPvidOnly Port 4
5 No Yes 1002 0 UntagPvidOnly Port 5
6 No Yes 1002 0 UntagPvidOnly Port 6
7 No Yes 1002 0 UntagPvidOnly Port 7
8 No Yes 1002 0 UntagPvidOnly Port 8
9 No Yes 1002 0 UntagPvidOn Iy Port9
10 No Yes 1002 O UntagPvidOnly Port 10
11 No Yes 1002 0 UntagPvidOnly Port 11

Step 2 i Verify VLAN Configuration as shown for ERS-Stackable where the ports 3 to 11
should be members of untagged VLAN 1002 and tagged VLAN 805

ERS Stackable #show vlan interface vids 3 -11

Result:

Port VLAN VLAN Name VLAN VLAN Name VLAN VLAN Name

3 805 voice 1002 data

4 805 voice 1002 data T
5 805 voce 1002 data S
6 805 voce 1002 data T
7 805 voce 1002 data S
§ 805 voce 1002 data S
o 805 voce 1002 data T
10 805 voce 1002 data S
11 805 voice 1002 " data T
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Step 31 Verify IP Phone detection by issuing PoE port status command

ERS Stackable #show poe - port -status3 -11

Result:
Admin  Current Limit
Port Status Status Classification (Watts) Priority
3 Enable Detecting 0 16 Low
4 Enable Detecting 0 16 Low
5 Enable Detecting 0 16 Low
6 Enable Detecting 0 16 Low
7 Enable Delivering Power 2 16 Low
8 Enable Detecting 0 16 Low
9 Enable Delivering Power 2 16 Low
10 Enable Deliverin g Power 2 16 Low
11 Enable Detecting 0 16 Low

Step 47 Verify IP Phone power usage by issuing PoE power measured command

ERS Stackable #show poe - power - measurement3 - 11

Result:
Port Volt(V) Current(mA) Power(Watt)
3 00 O 0.000
4 00 O 0.000
5 00 O 0.000
6 00 O 0.000
7 484 58 2.807
8 0.0 0 0.000
9 484 61 2.952
10 484 58 2.807
11 00 O 0.000
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2.3 Auto Configuration with a Stackable Ethernet
Routing Switch using DHCP and LLDP-MED

The following configuration example is similar to the previous configuration example except we
will configure the stackable Ethernet Routing Switches using Layer 2 and enable LLDP-MED on
the switches to use the network-policy to configure the voice VLAN on the IP phone.

Please note, release 5.4 is required on the ERS 4500 series and release 6.2 is required

on the ERS 5000 to support LLDP-MED interoperation with the Avaya 1600, 4600, and

I 9600 series IP Phones. For the ERS 2500 series, ADAC is required and must be
enabled for LLDP-MED operation to detect an Avaya model 1100 or 2000 series IP
Phone. For the ERS 4500 and ERS 5000, LLDP-MED can be used with or without
ADAC.

This configuration example is in reference to diagram 1 and uses the base configuration from
example 2.2.

2.3.1 Stackable Ethernet Switch Configuration
2.3.1.1 Enable LLDP-MED

ERS-Stackable Step 17 Enable LLDP-MED on port 3to 11

ERS Stackable (config)# interface fastEthernet 3 -11

ERS Stackable (config -if)# Illdp config - notification

ERS Stackable (config -if)# Illdp status txAndRx config - notifi  cation

ERS Stackable (config -if)j# Illdptx -tlvlocal - mgmt addr port -descsys -capsys -desc
Sys - name

ERS Stackable (config -if)# Illdptx - tlv med extendedPSE inventory location med -
capabilities network - policy

ERS Stackable (config -if)# Ildp med - network - policies voic e dscp 46 priority 6
tagging tagged vlan -id 805

ERS Stackable (config -if)# exit

The defalt MED policy values are: DSCP = 0, priority = 0, tagging = untagged, and vlan-

I id = 1. You can also set the voice signaling DSCP, priority, tagging, and vlan-id setting
using the interface level lldp med-network-policies port <port/ports> voice-signaling dscp

<0-63> priority <0-7> tagging <tagged|untagged> vlan-id <0-4094> CLI command.
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2.3.2 Verify Operations

Via the ERS-Stackable switch, verify the following information:

avaya.com

Step 1 1 Verify LLDP configuration. Note, using this command requires at mimumim

software release 6.2 for the ERS 5000 and 5.4 for the ERS 4500

ERS Stackable #show running - config module 802.1ab

Result:

! Displaying only parameters different to defaul t
|

enable
configure terminal
|

ek 802 1ab
!

interface FastEthernet ALL

lldp port 3 -11 config - notification

ldptx  -tlvport3 -11local -mgmt addr port -descsys -descsys -name

lldptx - tlvport3 - 11 med e xtendedPSE inventory location med - capabilities network
policy

exit

!

1 802.1AB MED Voice Network Policies ***

!

interface FastEthernet ALL

lldp med - network - policies port 3 - 11 voice dscp 46 priority 6 tagging tagged vla
n-id 99

exit

Step 27 Verify LLDP network policy configuration

ERS Stackable #show lldp med - network - policies port 3 -11

or, via some switches

ERS Stackable# show lldp med - network - policies port 3 -11 voice
Result:

LLDP- MED network - policies

Unit/ Application Type VlanID Taggin g DSCP Priority
Port

3 Voice 805 tagged 46 6

4 Voice 805 tagged 46 6

5 Voice 805 tagged 46 6

6 Voice 805 tagged 46 6

7 Voice 805 tagged 46 6

8 Voice 805 tagged 46 6

9 Voice 805 tagged 46 6
10  Voice 805 tagged 46 6

11  Voice 805 tagged 46 6
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LLDP MED configuration for port 11

Step 31 Verify LLDP MED configuration; for example, the following CLI command shows

ERS Stackable #show lldp port 13 local - sys - data med

Result:

lldp local - sys - data chassis

Chassisld: MAC address 00:13:0a:35:e8:00
SysName: ERS Stackable

SysCap: rB/rB (Supported/Enabled)
SysDescr:
Ethernet Routing Switch ERS Stackable HW:05 FW:6.0.0.10 SW:v6.2.0.009
MED Device class: Network Connectivity Device
MED POE Device Type: PSE Device
HWRev: 05 SerialNumber: SDNI2S00L9
FWRev: 6.0.0.10 SWRev: v6.2.0.009
ManufName: Avaya ModelName: ERS Stackable
lidp local - sys - data port
Port: 11
MED Capabilities: ~ CNLSI
MED PSE PDPort Priority: Low Power Value: 16.0 Watt
MED Application Type: Voice VLAN ID: 805
L2 Priority: 6 DSCP Value: 46 Tagged Vlan, Policy defined
Sys capability: O - Other; R - Repeater; B - Bridge; W - WLAN accesspoint; r
T- Telephone; D - DOCSIS cable device; S - Station only.
Med Capabilities - C: N - Network Policy; L - Location Identification; |
S- Extended Power via MDI - PSE; D - Extended Power via MDI - PD.
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Step 41 Verify LLDP neighbor details assuming an Avaya 9640G is connected to port 11

ERS Stackable # show lldp port 11 neighbor detalil

Result:

lldp neighbor

Port: 11 Index: 89 Time: 11 days, 04:49:49
Chassisld: Network address  IPv4 10.1.90.222
Portld: MAC address 00:1b:4f:58:1a:d0
SysName: AVB581AD0
SysCap: TB/TB (Supported/Enabled)

PVID: PPVID Supported: none
VLAN Name List: none PPVID Enabled: none

Dot3 - MAC/PHY Auto - neg: supported/enabled OperMAUtype: 100BaseTXFD
PMD auto - neg: 10Base(T, TFD), 100Base(TX, TXFD), 1000Base(TFD)

MED Capabilities: CNDI / CNDI (Supported/Current)

MED Device type: Endpoint Class 3

MED Application Type: Voice VLAN ID: 805

L2 Priority: 6 DSCP Value: 46 Tagged Vlan, Policy defined
Med Power Type: PD Device Power Source: FromPSE

Power Priority: Low Power Value: 5.6 Watt

HWRev: 9640GDO1A FWRev: hb96xxua3_11.bin

SWRev: ha96xxua3_11.bin S erialNumber: 10N520301110
ManufName: Avaya ModelName: 9640G

AssetlD:

Sys capability: O - Other; R - Repeater; B - Bridge; W - WLAN accesspoint; r - Router;
T- Teleph one; D - DOCSIS cable device; S - Station only.

Total neighbors: 3

Med Capabilities - C: N - Network Policy; L - Location Identification; | - Inventory;
S- Extended Power via MDI - PSE; D - Extended Power via MDI - PD.
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2.4 Auto Configuration with an Ethernet Routing
Switch 8300 using DHCP

The following configuration example covers setting up a network to support both voice and data
to support automatic provisioningon Avayabs | P Phone sets. We wil!/l cover
switch, in this example an Ethernet Routing Switch 8300, for L3 operations using RIP.

By default, the ERS 8300 passes both the DSCP and p-bit values as-is. The p-bit value
determines the QoS level. For this example, we will not configure QoS as we are using VLAN
tagging for the Voice VLAN.

This configuration example is in reference to diagram 1.

2.4.1 ERS 8300 Configuration

2.4.1.1 Go to configuration mode.

ERS8300-1 Step 1 - Enter configuration mode i CLI only

CLI
ERSB8300- 1:5> enable
Password: =~ **xi*x

ERS8300- 1:5# configure terminal

2.4.1.2 Enable VLAN tagging on access port members

ERS8300-1 Step 11 Enable VLAN tagging on ports 1/1 to 1/25

PPCLI

ERS8300- 1:5# config ether 1/1 - 1/25 perform - tagging enable
CLI

ERS8300- 1:5(config)# interface fastEthernet 1/1 -1/25

ERS8300- 1:5(config - if)# encapsulation dotlq
ERS8300- 1:5(config - if) #exit
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2.4.1.3 Create Data VLAN 61

ERS8300-1 Step 17 Remove port members from the default VLAN 1 and create VLAN 61,
add port members, enable RIP, and enable DHCP relay

PPCLI

ERS8300- 1:5# config vlan 1 port remove 1/1 -1/25
ERS8300- 1:.5# config vlan 61 create byp ortl
ERS8300- 1:5# config vlan 61 name Data

ERS8300- 1:5# config vlan 61 ports add 1/1 -1/25
ERS8300- 1:5# config vlan 61 ip create 10.84.84.1/24
ERS8300- 1:5# config vlan 61 ip dhcp - relay mode dhcp
ERS8300- 1:5# config vlan 61 ip dhcp - relay enable
ERS8300- 1:5 # config vlan 61 ip rip enable

CLI

ERS8300- 1:5(config)#  vlan members remove 1 1/1 -1/25
ERS8300- 1:5(config)# vlan create 61 type name Data port 1
ERS8300- 1:5(config)#  vlan members add 61 1/1 -1/25

ERS8300- 1:5(config)# interface vlan 61

ERS8300- 1:5(config - if)# ip address 10.84.84.1 255.255.255.0
ERS8300- 1:5(config - if)# ip dhcp -relay mode dhcp

ERS8300- 1:5(config - if)# ipdhcp -relay

ERS8300- 1:5(config - if)# no ip rip supply enable

ERS8300- 1:5(config - if)# noip rip listen enable

ERS8300- 1:5(config - if)# exit
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2.4.1.4 Enable Spanning Tree Faststart on access port

ERS8300-1 Step 17 Enable STP Faststart on ports 1/1 to 1/25 and disable STP on port 5/5

PPCLI

ERS8300- 1:5# config ethernet 1/1 - 1/25 stg 1 faststart enable
ERS8300- 1:5# config ethernet 5/5 stg 1 stp disable

CLI

ERS8300- 1:5( config)# interface fastEthernet 1/1 -1/25

ERS8300- 1:5(config - if)# spanning - tree stp 1 faststart
ERS8300- 1:5(config - if)# exit

ERS8300- 1:5(config)# interface gigabitEthernet 5/5
ERS8300- 1:5(config - if)# nospanning -treestpl
ERS8300- 1:5(config - if)# exit

2.4.15 Create Voice VLAN 220

ERS8300-1 Step 1 i Create VLAN 220, add port members, enable RIP, and enable DHCP
relay

PPCLI

ERS8300- 1:5# config vlan 220 create byport 1

ERS8300- 1:5# config vlan 220 ports add 1/1 -1/25
ERS8300- 1:5# config vlan 220 name Voice

ERS8300- 1:5# config vlan 220 ip create 10.84.85.1/24

ERS8300- 1:5# config vlan 220 ip dhcp - relay mode dhcp
ERS8300- 1:5# config vlan 220 ip dhcp - relay enable
ERS8300- 1:5# config vlan 220 ip rip enable

CLI

ERS8300- 1:5(config)# vlan create 220 name Voice type port 1
ERS8300- 1:5(config)# vlan members add 220 1/1 -1/25

ERS8300- 1:5(config)# interface vlan 220

ERS8300- 1:5(config - if)# ip address 10.84.85.1 255.255.255.0
ERS8300- 1:5(config - if)# ip dhcp -relay mode dhcp
ERS8300- 1:5(config - if)# ipdhcp -relay

ERS8300- 1:5(config - if)# noiprip supply enable
ERS8300- 1:5(config - if)# noip rip listen enable

ERS8300- 1:5(config - if)# exit
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2.4.1.6 Create Core VLAN 83

ERS8300-1 Step 11 Create VLAN 83, add port member, and enable RIP

PPCLI
ERS8300- 1:5# config vlan 1 port remove 5/5
ERS8300- 1:5# config vlan 83 create byport 1

ERS8300- 1:5# config vlan 83 name Trunk

ERS8300- 1:5# config vlan 83 ports add 5/5

ERS8300- 1:5# config vlan 83 ip create 10.83.83.2/30

ERS8300- 1:5# config vlan 83 ip rip enable

CLI

ERS8300- 1:5(config)# vlan members remove 1 1/1 -1/25
ERS8300- 1:5(config)#  vlan create 83 type name Trunk port 1
ERS8300- 1:5(config)# vlan members add 83 5/5

ERS8300- 1:5(config)# interface vlan 83

ERS8300- 1:5(config - if)# ip address 10.83.83.2 255.255.255.252
ERS8300- 1:5(config - if)# exit

2.4.1.7 Configure access port members to untag the default VLAN

ERS8300-1 Step 1 i Configure port 1/1 to 1/25 for untag default VLAN and set the default

VLAN to 61

PPCLI

ERS8300- 1:5# config ethernet 1/1 -1/25untag - port - default -vlan enable
ERS8300- 1:5# config ethernet 1/1 - 1/25 default -vlan -id 61

cu

ERS8300- 1:5(config)# vlan ports 1/1 - 1/25 tagging untagpvidonly
ERS8300- 1:5(config)# interface fastEthernet 1/1 -1/25

ERS8300- 1:5(config - if)# default -vlan -id 61
ERS8300- 1:5(config - if)# exit
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2.4.1.8 Enable RIP Globally

avaya.com

ERS8300-1 Step 17 Enable RIP

PPCLI

ERS8300- 1: 5# config ip rip enable

CLI

ERS8300- 1:5(config)# ip routing

ERS8300- 1:5(config)# router rip enable

ERS8300- 1:5(config)# router rip

ERS8300- 1:5(config - router)# networks 10.84.84.1
ERS8300- 1:5(config - router)# networks 10.84.85.1
ERS8300- 1:5(config - router)# network s 10.83.83.1
ERS8300- 1:5(config - router)# exit

2.4.1.9 Enable DHCP relay agents

ERS8300-1 Step 11 Enable relay agent for both data VLAN 61 and voice VLAN 220

PPCLI

ERS8300- 1:5# config ip dhcp - relay create - fwd - path agent 10.84.84.1
server 10.10.10.20 mode dhcp sta te enable

ERS8300- 1:5# config ip dhcp - relay create - fwd - path agent 10.84.85.1
server 10.10.10.20 mode dhcp state enable

CLI

ERS8300- 1:5(config)# ipdhcp -relay fwd - path 10.84.84.1 10.10.10.20
ERS8300- 1:5(config)# ipdhcp -relay fwd - path 10.84.85.1 10.10.10.20 I
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2.4.1.10 Enable IP Anti-Spoofing

ERS8300-1 Step 17 Enable IP DHCP Snooping for voice VLAN 220 and data VLAN 61

PPCLI

ERS8300- 1:5# config ip dhcp - snooping vlan 61 enable
ERS8300- 1:5# config ip dhcp - snooping vlan 220 enable
ERS8300- 1:5# config ip dhcp - snoopin g enable

CLI

ERS8300- 1:5(config)# ip dhcp - snooping vlan 61 enable
ERS8300- 1:5(config)# ip dhcp - snooping vlan 220 enable
ERS8300- 1:5(config)# ip dhcp - snooping enable

ERS8300-1 Step 21 Enable IP ARP Inspection for voice VLAN 220 and data VLAN 61

PPCLI

ERS8300- 1:5# config ip arp - inspection vlan 61 enable
ERS8300- 1:5# config ip arp - inspection vlan 220 enable
CLI

ERS8300- 1:5(config)# iparp - inspection vian 61
ERS8300- 1:5(config)# iparp -inspection vlan 220

2.4.1.11 Configure access port member PoE setting to high

ERS8300-1 Step 17 Enable relay agent for both data VLAN 61 and voice VLAN 220

PPCLI

ERS8300- 1:5# config poe port 1/1 - 1/25 power - priority high
ERS8300- 1:5# config poe port 1/1 - 1/25 type telephone

CLI

ERS8300- 1:5(config)# interface fastEthernet 1/1 -1/25

ERS8300- 1:5 (config - if)# poe priority high
ERS8300- 1:5(config - if)# exit

avaya.com

By default, the power priority level is set to low. It is recommended to change this value

to either high or critical depending on which ports you wish to come up first after a

| switch power cycle. Also, by default, the power limit is set to 16W per port. You can
change this value from 3 to 16 watts using the command poe limit <3-16> under the

interface level.
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2.4.2 Verify Operations

Step 11 Verify operations by using the following commands:

PPCLI
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
CLI

ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#

show ip interface

show ip route info

show vlan info basic

show vlan info port

show port info vlans

show port info interface

show ipdhcp -relay fwd - path
show ip rip info

show ip rip interface

show poe port <info|power - measurement|stats> <port #>
show poe card info

show poe sys info

show ip interface

show ip route

show vlan basic

show vlan members

show vlan

show ipdhcp -relay fwd - path
show ip dhcp - relay interface
show ip rip

show ip rip interface

show poe main - status

show poe port - status

show poe power - measurement

show poe sys - status
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2.5 Auto Configuration Using ADAC i MAC Dectection
using a Stackable Ethernet Routing Switch

The following configuration example covers setting up a network to support both voice and data
to support Auto-Conf i gurati on with Avayabés stackable Ethernet
sets. ADAC MAC detection will be enabled detect the IP Phone and apply QoS.

This configuration example is in reference to diagram 1 and base configuration in section 2.2.
2.5.1 Stackable Ethernet Switch Configuration

Please note, the ADAC configuration is exactly the same as that used in section 2.2 with only
exception that the Voice VLAN is created by ADAC.

2.5.1.1 Configure ADAC

ERS-Stackable Step 1 i Add ADAC voice VLAN with operation mode of tagged frame,
enable ADAC traps, and add ADAC uplink port 23

ERS Stackable (config)# adac voice -vlan 805

ERS Stackable (config# adac op - mode tagged - frames
ERS Stackable (config)# adacuplink -port 23

ERS Stackabl e(config)# adac traps enable

ERS Stackable (config)# adac enable

Please note the following:

1 VLAN 805 must not exist prior to configuring ADAC.
1 The command adac uplink-port 23 will automatically enable VLAN tagging on
port 23 and 24 and add these ports as a member of VLAN 805 and MLT 1.

2.5.1.2 Enable ADAC at interface level

ERS-Stackable Step 17 Enable ADAC on port members 3 to 11 and enable ADAC tagged
frames with the option to untag the default PVID. By default, ADAC MAC detection is
already enabled, hence it is not necessary to enable ADAC MAC detection.

ERS Stackable (config)# interface fastEthernet all

ERS Stackable (config -if)# adacport 3-11 tagged -frames -tagging untag - pvid - only
ERS Stackable (config -if)# adacport 3-11 enable

ERS Stackable (config -if)# exit
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2.5.1.3 Add ADAC MAC address range

avaya.com

ERS-Stackable Step 11 Add to ADAC the IP Phone set MAC address range for the Avaya

1230 and 9640 IP phone sets used in this example

ERS Stackable (config)# adac mac -range - table low - end 0024.000D.0000 high -end
0024.000D ffff

ERS Stackable (config)# adac mac -range - table low - end 001b.4f58.0000 high -end
001b.4f58. ffff

2.5.1.4 Disable unregistered frames on ADAC port members

ERS-Stackable: Step 11 Disable Filter unregistered Frames on MLT trunks members

ERS Stackable (config)# vlan ports 3 -11 filter - unregistered - frames disable
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2.5.2 Verify configuration
2.5.2.1 VLAN Information

avaya.com

Step 17 Verify the VLAN configuration for all access and trunk port members prior to

connecting an IP phone to any port member

ERS Stackable #show vlan interface info

3-11, 23-24

Result:

Filter  Filter
Untagged Unregistered
Port Frames Frames PVID PRI Tagging Name

1002 0 UntagAll

3 No No Port 3
4 No No 1002 0 UntagAll Port4
5 No No 1002 0 UntagAll  Port5
6 No No 10020 UntagAll  Port 6
7 No No 10020 UntagAll  Port7
8 No No 1002 0 UntagAll

9 No No 1002 0 UntagAll  Port9
10 No No 1002 0 UntagAll  Port 10

11 No No 10020 UntagAll  Port11

23 Yes Yes 1 0 TagAll Port 23
24 Yes Yes 1 0 TagAll Port 2

Port 8

4

Step 217 Verify the VLAN configuration for all access port members after connecting an IP
phone to a port member. For example, assuming we have attached an Avaya IP phone

connected to ports 3 and port 4

ERS Stackable # show vlan interface info 3-4
Result:
Filter  Filter
Untagged Unregistered
Port Frames Frames PVID PRI Tagging Name
3 No No 1002 O UntagPvidOnly ~ Port 10
4 No No 1002 O UntagPvidOnly  Port 11
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and port 4

Step 31 Verify the VLAN PVIDs for all access port members after connecting an IP phone
to a port member. For example, assuming we have attached an Avaya IP phone to ports 3

ERS Stackable # show vlan interface vids 3-6

Result:

3 1002 data

4 1002 data

5 1002 data

6 1002 data

Port VLAN VLAN Name VLAN VLAN Name VLAN VLAN Name

805 Voice VLAN

805 Voice VLAN

Via the ERS-Stackable switch, verify the following information:

Option Verify
PVID Verify that the default PVID on port member 3 to 11 is 1002
Tagging Verify that ports 3 to 11 are configured as UntagAll when no IP Phones

have been detected by ADAC and set to UntagPvidOnly only when an
IP Phone has successfully been detected by ADAC

Filter Untagged
Frames

Verify that ports 3 to 11 are configured as No and port members 23 and
24 are configured as Yes

Filter Unregistered
Frames

Verify that ports 3 to 11 are configured as No and port members 23 and
24 are configured as Yes

VLAN and VLAN
Name

Verify that ports 3 to 11 are members of VLANs 1002 and only
members of VLAN 805 when an IP Phone has been detected by ADAC.
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2.5.2.2 Verify ADAC Global Information

avaya.com

Step 11 Verify ADAC Global Settings

ERS Stackable #show adac

Result:

ADAC Global Configuration

ADAC Admin State: Enabled
ADAC Oper State: Enabled
Operating Mode: Tagged Frames

Traps Control Status: Enabled
Voice - VLAN ID: 805
Call Server Port: None

Uplink Port:

Via the ERS-Stackable switch, verify the following information:

Option

Verify

ADAC Admin State:
ADAC Oper State:

Verify that the ADAC administrative and operation state is Enabled

Operating Mode

Verify the ADAC operating mode is set for Tagged Frames

Traps Control Status:

Verify the ADAC traps is set for Enabled

Voice-VLAN ID:

Verify the ADAC voice VLAN is set for 805

Uplink Port:

Verify the ADAC uplink port is configured for port 23
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2.5.2.3 Verify ADAC at interface level

Assuming ADAC has detected an Avaya IP phone on ports 3 and 4.

Step 27 Verify ADAC at interface level

ERS Stackable #show adac interface 3-11

Result:

Port Type Detection

OoOoO~NOO UL~ W
A=

Oper  Auto

State  Configuration T -FPVID T -F Tagging

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
10 T Enabled E

Enabled Appl ied No Change Untag PVID Only
Enabled Applied No Change Untag PVID Only
Enabled Not Applied No Change Untag PVID Only

Enabled Not Applied No Change Untag PVI D Only
Enabled Not Applied No Change Untag PVID Only

Enabled Not Applied No Change Untag PVID Only

Enabled Not Applied No Change Untag PVID Only

nabled Not Applied No Change Untag PVID Only

11 T Enabled Enabled Not Applied No Change Untag PVID Only

The filter unregistered frames must be disabled for ADAC to work. If you connect an IP

phone set to a port and the auto configuration state is Not Applied, either the MAC
address is not part of the ADAC MAC table or filter unregistered frames is enabled.

Via the ERS-Stackable switch, verify the following information:

Option

Verify

Type

Verify that the ADAC type is set for T indicating the port is configured
for ADAC type of tagged port

Auto Detection

Verify the ADAC detection is set to Enabled for port 3to 11

Oper State:

Verify the ADAC operation state is set to Enabled for port 3to 11

Auto Configuration

In our example, ports 3 and 4 should indicate Applied while ports 5 to
11 should indicate Not Applied as only ports 3 and 4 have IP Phone
sets detected by ADAC

T-F PVID Verify the tagged frames No Change which indicates do not change the
default PVID
T-F Tagging Verify the port members 3 to 11 are set to Untag PVID only
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2.5.2.4 Verify ADAC MAC Address table

Step 37 Verify ADAC MAC address range

ERS Stackable # show adac mac -range - table

Result:

Lowest MAC Address Highest MAC Address
00- OA- E4- 01- 10- 20 00 - OA- E4- 01- 23- A7
00- OA- E4-01- 70- EC 00 - OA- E4- 01-84- 73
00- OA- E4- 01- A1- C8 00 - OA- E4- 01- AD 7F
00- OA- E4- 01- DA 4E 00 - OA- E4- 01- ED D5
00- OA- E4- 02- 1E- D4 00- OA- E4- 02- 32-5B
00- OA- E4- 02- 5D- 22 00 - OA- E4- 02- 70- A9
00- OA- E4- 02- D8 AE 00 - OA- E4- 02- FF- BD
00- OA- E4- 03- 87- E4 00 - OA- E4- 03- 89- OF
00- OA- E4- 03- 90- EO 00 - OA- E4- 03- B7- EF
00- OA- E4- 04- 1A- 56 0 0- OA- E4- 04- 41- 65
00- OA- E4- 04- 80- E8 00 - OA- E4- 04- AT- F7
00- OA- E4- 04- D2- FC 00 - OA- E4- 05- 48- 2B
00- OA- E4- 05- B7- DF 00 - OA- E4- 06- 05- FE
00- OA- E4- 06- 55- EC 00 - OA- E4-07-19- 3B
00- OA- E4- 08- OA- 02 00 - OA- E4- 08- 7F- 31
00- OA- E4- 08- B2- 89 00 - OA- E4- 09- 75- D8
00- OA- E4- 09- BB- 9D 00 - OA- E4- 09- CF 24
00- OA- E4- 09- FC- 2B 00 - OA- E4- OA- 71- 5A
00- OA- E4- OA- 9D- DA 00 - OA- E4- OB- 61- 29
00- OA- E4- 0B- BB- FC 00 - OA- E4- 0B- BC- OF
00- OA- E4- 0B- D9- BE 00 - OA- E4- 0C- 9D- 0D
00- 13- 65- FE- F3- 2C 00 - 13- 65-FF- ED 2B
00- 15- 9B- FE- A4- 66 00 - 15- 9B- FF- 24- B5
00- 16- CA 00- 00- 00 00 -16- CA 01- FF-FF
00- 16- CA F2-74- 20 00 -16- CA F4- BE OF
00- 17-65- F6-94- CO 00 -17-65-F7-38-CF
00- 17- 65- FD- 00- 00 00 -17-65- FF- FF- FF
00- 18- BO- 33- 90- 00 00 - 18- BO- 35- DF FF
00- 19- 69- 83- 25- 40 00 -19- 69- 85- 5F- FF
00- 1B- 4F-58- 00- 00 00 - 1B- 4F-58- FF- FF
00- 24- 00- OD- 00- 00 00 - 24-00- OD- FF- FF
Total Ranges: 30

On ERS-Stackable, verify the following information:

Option Verify

Lowest MAC Address | Verify the ADAC MAC address range you added for the Avaya 1230

Highest MAC Add and 9640 phone sets have been added from 00-24-00-0D-00-00 to 00-

'ghes feSS 1 24-00-0D-FF-FF and 00-1B-4F-58-00-00 to 00-1B-4F-58-FF-FF.
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2.6 Auto Configuration Using ADAC i LLDP Dectection
using a Stackable Ethernet Routing Switch

The following configuration example covers setting up a network to support both voice and data
to support Auto-Conf i gurati on with Avayabés stackable Ethernet
sets. ADAC LLDP-MED detection will be enabled detect the IP Phone and apply QoS.

This configuration example is in reference to diagram 1 and base configuration in section 2.2.
2.6.1 Stackable Ethernet Switch Configuration

Please note, the ADAC configuration is exactly the same as that used in section 2.2 with the only
difference that the Voice VLAN is created by ADAC.

2.6.1.1 Enable ADAC Globally

ERS-Stackable Step 11 Enable ADAC using VLAN 805, set the operation mode to tagged-
frames, and add the uplink port 23

ERS Stackable (config)# adac voice -vlan80 5

ERS Stackable (config)# adac op - mode tagged - frames
ERS Stackable (config)# adac uplink -port 23

ERS Stackable (config)# adac traps enable

ERS Stackable (config)# adac enable

2.6.1.2 Enable ADAC at interface level

ERS-Stackable Step 17 Enable ADAC on port members 3 to 11, set the ADAC detection to
LLDP only, and enable the ADAC tag mode to tagged frames and untag the default VLAN

ERS Stackable (config)# interface fastEthernet 3 -11

* ERS Stackable (config - if)y# adac detection lldp

ERS Stackable (config -if)j# no adac detection mac

ERS Stackable (config -if)# adactagged -frames -tagginguntag - pvid - only
ERS Stackable (config -if)j# adac enable

ERS Stackable (config -if)# exit

. **Note that by default, ADAC detection for MAC and LLDP is enabled. Hence, the
command adac detection lldp is not required and only used in this example to show that
there is a command to enable or disable the detection type.
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2.6.1.3 Enable LLDP-MED

ERS-Stackable Step 11 Enable LLDP-MED on port 3to 11

ERS Stackable (config)# interface fastEthernet 3 -11

ERS Stackable (config -if)j# lldptx -tlvlocal - mgmt addr port -descsys -capsys -desc
Sys - name

ERS Stackable (config -if)# | Idp status txAndRx config - notification

ERS Stackable (config -if)j# Illdptx - tlv med extendedPSE med - capabilities network -
policy

ERS Stackable (config -if)# exit
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2.6.2 Verify operations
2.6.2.1 Verify LLDP-MED Operations

The following command is used to retrieve LLDP neighbor information from the IP Phone set
assuming we have an Avaya 9640G connected to port 7 on ERS-Stackable.

Step 17 Verify LLDP neighbor details by using the following command:

ERS Stackable #show lldp port 7 neighbor detail

Result:
lldp neighbor
Port: 7 Index: 4 Time: 0 days, 00:53:14
Chassis |d: Network address IPv4 10.5.80.10
Portld: MAC address 00:1b:4f:58:1a:d0
SysName: AVB581AD0
SysCap: TB/TB (Supported/Enabled)
PVID: PPVID Supported: none
VLAN Name L ist: none PPVID Enabled: none
Dot3 - MAC/PHY Auto - neg: supported/enabled OperMAUtype: 100BaseTXFD
PMD auto - neg: 10Base(T, TFD), 100Base(TX, TXFD), 1000Base(TFD)
MED Capabilities: CNDI / CNDI (Supported/Current)
MED- Device type: Endpoint Class 3
MED Application Type: Voice VLAN ID: 805
L2 Priority: 6 DSCP Value: 46 Tagged Vlan, Policy defined
Med- Power Type: PD Device Power Source: FromPSE
Power Priority: Low Power Value: 5.6 Watt
HWRev: 9640GD01A FWRev: hb96xxua3_11.bin
SWRev: ha96xxua3_11.bin SerialNumber: 10N520301110
ManufName: Avaya ModelName: 9640G
AssetlD:
Sys capability: O - Other; R - Repeater; B - Bridge; W - WLAN accesspoint; r - Router;
T- Telephone; D - DOCSIS cable device; S - Station only.
Total neighbors: 3
Med Capabilities - C: N - Network Policy; L - Location Identi fication; | - Inventory;
S- Extended Power via MDI - PSE; D - Extended Power via MDI - PD.

Step 21 Verify LLDP-MED ERS-Stackable LLDP-MED network policy:

ERS Stackable # show lldp med - network - policies port 7

Result:

LLDP- MED network - policies

Unit/ Application Type VlanID Tagging DSCP Priority
Port

7 Voice 805 tagged 46 6

Avaya Inc. T Proprietary & Confidential. 41
Use pursuant to the terms of your signed agreement or Avaya policy.



AVAYA

Via the ERS-Stackable switch, verify the following information:

Option Verify

Chassissld: Displays the IP address of the PD device

Portld: Displays the MAC address of the PD device

L2 Priority: Displays as 6 indicating the 802.1p value for a CoS class of Premium.

DSCP Value: Displays as decimal 46 indicating the DSCP value for a CoS class of
Premium.

VLAN ID: Displays as 805, the Voice VLAN ID.

Power Value: Displays the PoE power consumed by the PD device.

ManufName: Displays Avaya

ModelName: Displays as the Avaya IP phone model, for this example, 9640G should
be displayed.
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2.6.2.2 Verify ADAC Operations

The following command is used to view ADAC detection. Assuming we have IP Phones
connected to ports 7 and 9 the results should be as follows

Step 17 Verify LLDP neighbor details by using the following command:

ERS Stackable #show adac interface 3 -11
Result:
Auto Oper  Auto
Port Type Detection State Configuration T -FPVID T -FTagging
3 T Enabled Enabled NotApplied No Change Untag PVID Only
4 T Enabled Enabled NotApplied No Change Untag PVID Only
5 T Enabled E nabled Not Applied No Change Untag PVID Only
6 T Enabled Enabled NotApplied No Change Untag PVID Only
7 T Enabled Enabled Applied No Change Untag PVID Only
8 T Enabled Enabled NotApplied No Chan ge Untag PVID Only
9 T Enabled Enabled Applied No Change Untag PVID Only

10 T Enabled Enabled NotApplied No Change Untag PVID Only
11 T Enabled Enabled NotApplied No Change Untag PVID Only

Via the ERS-Stackable switch, verify the following information:

Option

Verify

Type

Verify that the ADAC type is set for T indicating the port is configured
for ADAC type of tagged port

Auto Detection

Verify the ADAC detection is set to Enabled for ports 3 to 11

Oper State:

Verify the ADAC operation state is set to Enabled for port 3 to 11

Auto Configuration

In our example, ports 7 and 9 should indicate Applied while the other
ports should indicate Not Applied as only ports 7 and 9 have IP Phone
sets detected by ADAC

T-F PVID Verify the tagged frames No Change which indicates do not change the
default PVID
T-F Tagging Verify the port members 3 to 11 are set to Untag PVID only
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2.6.2.3 Verify ADAC Detection

The following command is used to view ADAC detection configuration.

Step 17 Verify LLDP neighbor details by using the following command:

ERS Stackable #show adac detection interface 3 -11

Result:

MAC

LLDP
Port Detection Detection

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

PPRPOO~NOOThW

= O

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Via the ERS-Stackable switch, verify the following information:

Option

Verify

MAC Detection

For this example, we disabled ADAC MAC detection, hence the value
should be Disabled

LLDP Detection

For this example, we enabled ADAC LLDP detection, hence the value
should be Enabled
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2.7 Auto Configuration with a Stackable Ethernet
Routing Switch with EAP MHMA

The following configuration example covers setting up a network to support both voice and data

with Avayads stackabl e Et her net wherethd Avayg)lP Bheries c hes and
are configured as an EAP Supplicant. On the Stackable Ethernet Routing Switch, LLDP-MED wiill

be used to set the Voice VLAN and QoS settings on the phone and EAP Multihost Multi

Authentication will be enabled to authenticate all EAP Supplicants which includes the IP Phone

and attached PC.

This configuration example is in reference to diagram 1 and uses the base configuration from
example 2.2. If you wish, you can also enable LLDP-MED following the example in section 2.3.

Please not that if the IP phones are auto provisioned via a provision server, the IP
Phone must be able to receive the configuration file prior to enabling EAP on the switch.
After the initial IP Phone configuration, you can then enable EAP on the switch.

With the Avaya 1230 IP phone, the EAP user credentials can be added in the device
configuration file, hence, the end user never has to enter anything.

I In regards to the Avaya 9640 IP Phone, the end-user will be prompted to enter a
password. By default, the IP phone will use its MAC address as the EAP-MD5 user-id. If
you chose to use the default settings, the user-id configured on the RADIUS server for
the Avaya 9640 must contain the MAC address of the IP phone entered in upper-case
with no spaces; ie.for this example, the user-id will be 000B4F581ADO0.
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2.7.1 Stackable Switch Configuration
In addition to the base configuration from section 2.2, we will add the following:

1 Configure ports 3 to 11 with EAP Multiple-Host-Multiple-Authentication (MHMA)
1 Configure the Avaya IP Phone 1230 and 9600 for auto provisioning and EAP using MD5
o For this configuration example, we are going to use device files for Avaya 1230
phone to set the EAP MD5 user name and password
o In regards to the Avaya 9640, the EAP user credentials must be manually
entered on the IP phone itself
1 Please refer to Section 9 for more details regarding EAP configuration on Avaya
Switches

2.7.1.1 Configure RADIUS server

ERS-Stackable Step 17 Add RADIUS server

ERS Stackable (config)# radius - server host 192.168.50.100 key
Enter key: Fkkkkk

Confirm key: Forkkkk

2.7.1.2 Enable EAP at interface level

ERS-Stackable Step 17 Enable EAP MHMA on ports 3to 11

ERS Stackable (config)# interface fastEthernet all

ERS Stackable (config -if)# eapol multihost enable

ERS Stackable (config -if)# eapol port3 - 11 status auto
ERS Stackable (config -if)# exit

2.7.1.3 Enable EAP globally

ERS-Stackable Step 11 Enable EAP

ERS Stackable (config)# eapol enable
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2.7.2
2721

Verify Operations
Verify EAP Global and Port Configuration

Assuming we have an IP phone authenticated via port 6 and 8.

avaya.com

Step 11 Verify that EAP has been enabled globally and the correct port members:

ERS Stackable #show eapol port 6, 8

Result:

EAPOL Administrative State: Enabled

Port - mirroring on EAP ports: Disabled

EAPOL User Based Policies: Disabled

EAPOL User Based Policies Filter On MAC Addresses: Disabled

Port: 6
Admin Status: Auto
Auth: Yes

Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2
RDS DSE: No
Port: 8
Admin Status:
Auth: Yes
Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2
RDS DSE:

Auto

No
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Step 21 Verify that EAP multihost configuration

ERS Stackable #show eapol multihost interface 6,8,10

Result:

Port: 6
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Disabled
Max Non - EAP Client MACs: 1
Use RADIUS To Auth Non - EAP MACs: Disabled
Allow Auto Non - EAP MHSA: Disabled
Allow Non - EAP Phones: Disabled
RADIUS Req Pkt Send Mode: Multicast
Allow RADIUS VLANSs: Disabled
Allow Non - EAP RADIUS VLANSs: Disabled
Use most recent RA DIUS VLAN: Disabled
Port: 8
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Disabled
Max Non - EAP Client MACs: 1
Use RADIUS To Auth Non - EAP MACs: Disabled
Allow Auto Non - EAP MHSA: Disabled
Allow Non - EAP Phones: Disabled
RADIUS Req Pkt Send Mode: Multicast
Allow RADIUS VLANSs: Disabled
Allow Non - EAP RADIUS VLANSs: Disabled
Use most recent RADIUS VLAN: Disabled
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Step 3 1 Verify that EAP supplicants assuming IP Phones via port 6 and 8 have
successfully authenticated:

ERS Stackable #show eapol multihost status

Result:

8 00:1 B:4F:58:1A:D0 Authenticated Idle

Via the ERS-Stackable switch, verify the following information:

Option

Verify

EAPOL Administrative
State

Verify that the EAPOL is Enabled globally.

Admin Status

Verify that the EAP is enabled on ports 3 to 11 by verifying that the
Admin Status is set to Auto; in this example, we only show ports 6, 8,
and 10

Auth

The value will be Yes for port 6 and 8 assuming the IP phone attached
to port 6 has successfully authenticated using EAP. Otherwise, the
value should be No.

MultiHost Status

Verify that EAP multihost status is set to Enabled.

Pae State and Client
MAC Address

Pae state should show Authenticated for each successfully
authenticated EAP supplicant along with the corresponding MAC
address
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2.7.3 RADIUS Server Configuration
2.7.3.1 Avaya ldentity Engines

IDE Step 11 Go to Site Configuration -> Access Policies -> RADIUS

1 Right-click RADIUS and select New Access Policy. Enter a policy name, i.e. ERS-
EAP as used in this example and click on OK when done

91 Click on the policy we just created, i.e. ERS-EAP, and click on Edit via the
Authentication Policy tab. Under Edit Authentication Policy window, select NONE ->
EAP-MD5 and any additional authentication protocols you may require. Click on OK
when done.

1 Go to the Identity Routing tab and click on Edit. Check off the Enable Default
Directory Set and click on OK when done.

1 Go to the Authorization Policy tab and click on Edit.

0 Once the Edit Authorization Policy window pops up, click on Add under Rules
and via the name pop-up box, enter a name, i.e. EAP as used in this
example

o Click on the rule named EAP, click on New to add a new constraint. From
Attribute Category, select User and scroll down and select Authentication
Service. Select Equal To with Static Vlaue of Internernal User Store. Click
on OK when done and OK one more time to exit Edit Authentication Policy.

o0 Clicking on the Access Policy Summary icon should display an Access Policy
similar to that shown below
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D‘ Policy Summary For ERS_EAP

Access Policy: ERS _EAP

Authentication Policy

The following protocols are active:

QOuter Protocol | Inner Protocol

NONE | PAP, EAP-MD5
Identity Routing

Default Directory Set default set

Authorization Policy
Rule Name Rule Summary
EAP IF User Authentication Service = Internal User Store THEN Allow

If No Rules Apply: Allow and Send Outbound Value Admin-Access

:1

Kl
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IDE Step 27 Go to Site Configuration -> Authenticators

9 For this configuration example, we will create a new container named Avaya Switch

0 Under Authenticators, right-click default and add a new container with a
container, add a name of Avaya Switch, and click OK when done

1 Select Avaya Switch and click on click on New

o0 Enter the settings as shown below making sure you select the policy we created
above named ERS_EAP via Access Policy. Leave Enable Authenticator and
Enable RADIUS Access checked. Click on OK when done. Please note, the
RADIUS Shared Secret must match the secret entered on the switch
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IDE Step 37 Add Users by going to Site Configuration -> Directories -> Internal Store ->
Internal Users and click on New

1 Add the EAP users by going to Directories>Internal Store>Internal Users. Next, enter the
User Name and Password as shown below, i.e. User Name = phonea, Password =
Phoneaeselab as per the Avaya IP Phone provisioning files used.

1 Enter the user name for for the Avaya IP Phone EAP Supplicant via User Name: and
enter the password for this user via Password and Confirm Password. Click on OK when
done. If you wish, you can also change the expiry date via Password Expires if you do
not wish to use the default setting of one year. Repeat again by clicking on New to add
additional internal user names and passwords for each EAP Supplicant.

1 Assuming we used the user credentials as per the provisioning file for the Avaya 1230 IP
Phone and the MAC address of the Avaya 9640 IP Phone as the default user name, the
internal storeuser-i dds should Iike Iike the follow

0 Avaya 1230 IP Phone

A User Name = phonea, Password = Phoneaeselab
o0 Avaya 9640 IP Phone

A User Name = 001B4F581ADO0, Password = 123456
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2.8 Auto Configuration with a Stackable Ethernet
Routing Switch using EAP with NEAP and User
Based Policy

The Stackable Ethernet Routing Switch can be configured in one of two methods using NEAP
(non-EAP) to allow an IP phone without an EAP Supplicant access to the network. One method is
to enable Non-EAPOL VolP phone clients i please see next configuration example.

If you do wish to authenticate the IP Phone via RADIUS using EAP on the switch, but, without
enabling an EAP Supplicant on the phone itself, the Allow Non-E AP OL ¢ (NEAPhdptids can
be enabled where the switch itself will authenticate the IP Phone on its behalf.

i At this time, the Non-EAPOL VolP phone clients feature is only supported on the Avaya
1100, 1200, and 2000 series IP Phones.

For this example, we will demonstrate how to configure the Stackable Ethernet Routing Switch to
allow for NEAP authentication using RADIUS for the IP Phones. We will also demonstrate using
user based policies to apply QoS for the IP Phones. Hence, instead of configuring filters on the
switch to apply QoS for the voice traffic, we can use a policy triggered by EAP to apply QoS to

the voice VLAN.
i Any of the stackable Ethernet Routing switches support NEAP (ERS 2500, 4500 or
5000 series), however, only the ERS 5000 series supports user based policies.

The Stackable Ethernet Routing Switch can be configured to accept both EAP and non-EAP
(NEAP) on the same port. In regards to non-EAP, the switch can be configured to accept a
password format using any combination of IP address and MAC address with or without port
number. By default, the password format is set for IP address, MAC address, and port number.

To apply QoS for the IP Phone sets, you can configure the QoS filters on the switch, use ADAC,
or use user based policies (UBP) and trigger the policy via RADIUS authentication. As stated
above, we will use UBP for this configuration example. Once the user based policies has been
configured on a switch, the RADIUS server can reference the policy by using the name given to
the UBP policy. User based policies (UBP) can be used with EAP and/or NEAP.

This configuration example is in reference to diagram 1 and uses the base configuration from
example 2.2.
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2.8.1 Stackable Switch Configuration
In addition to the base configuration from Section 2.2, we will add the following:

1 Enable NEAP on ports 3 to 11 on ERS-Stackable using the non-EAP password format of
MAC address only i this will allow the IP Phone to be connected elsewhere in the
network on a different switch without having to worry about port numbers and IP
addresses

1 Configure a user based policy (UBP) for non-EAP IP Phones named voice that will
remark both the DSCP and p-bit values to a CoS value of Premium only for tagged Voice
VLAN 220

1 Configure the RADIUS server NEAP policy using Nortel specific option 562 with vendor-

assigned attribute number 110 and set the string value to UROLvoice.

Please refer to Section 9 for more details regaring EAP configuration on Avaya Switches

Please refer to Section 9 for more details regarding EAP configuration on Avaya

Switches

=a =4

Please note that when setting up the RADIUS server policy for the NEAP group, the

I string always starts with UROL. In our example, we configured the ERS5000 with a user
based policy named voice, hence the string value configured on the RADIUS server
must be set to UROLvoice.

2.8.1.1 Configure RADIUS server

ERS-Stackable Step 1 i Add RADIUS server assuming we used a shared key of avaya i
this shared key must also be configured on the RADIUS server for this authenticator

ERS Stackable (config)# radius - server host 172.168.100.50 key avaya

2.8.1.2 Enable EAP globally

ERS-Stackable Step 17 Enable non-EAP (NEAP)

ERS Stackable (config)# eap multihost allow - non- eap- enable

ERS-Stackable Step 2 i Remove the default NEAP password format of
IpAddr.MACAddr.PortNumber

ERS Stackable (config)# no eapol multihost non - eap- pwd- fmt

ERS-Stackable Step 31 Enable NEAP password format of MAC address only

ERS Stackable (config)# eapol multihost non - eap- pwd- fmt mac - addr

ERS-Stackable Step 41 Enable EAP user-based Policies

ERS Stackable (config)# eapoluser - based - policies enable

Avaya Inc. T Proprietary & Confidential. 55
Use pursuant to the terms of your signed agreement or Avaya policy.



AVAYA

ERS-Stackable Step 57 Enable EAP multihost NEAP policies

ERS Stackable (config)# eapol multihost non - eap- user - based - policies enable

ERS-Stackable Step 6 1 Enable EAP globally

ERS Stackable (config)# eapol enable

2.8.1.3 Enable EAP at interface level

ERS-Stackable Step 17 Enable EAP on port 3-11 with NEAP, set the maximum allowable
EAP and NEAP clients to 1, enable EAP multihost and enable RADIUS NEAP phone

ERS Stackable (config)# interface fastEthernet 3-11

ERS Stackable (config -if)# eapol status auto

ERS Stackable (config -ify# eapol multihost allow - non- eap- enable
ERS Stackable (config -if)# eapol multihost eap - mac- max 1

ERS Stackable (config -if)j# eapol multihost non - eap- mac- max 1
ERS Stackable (config -if)# eapol multihost radius - non- eap- enable

ERS Stackable (config -if}# eapol multihost enable
ERS Stackable (config -if)# exit

2.8.1.4 Configure Policy

ERS-Stackable Step 17 Configure a policy using the name voice to filter on tagged VLAN
805 and remark DSCP and p-bit to Premium CoS. We will set the eval-order to 5 in case
you wish to add additional filters in the future with a higher preference

ERS Stackable (config)# qos ubp classifier name voice vian -min 805 vlan - max 805
vlan - tag tagged ethertype 0x0800 update -dscp 46 update - 1p6eval -order4

ERS-Stackable Step 21 Enable the UBP set

ERS Stackable (config)# qos ubp set name voice

ERS-Stackable Step 317 Enable UBP

ERS Stackable (config)# qos agent ubp high - security - local

The default ubp classifier action non-match action is for forward traffic. In older software
releases for the ERS5500, this was not the case and you had to enter the command gos

I ubp set name voice drop-nm-action disable. You can quickly check to see if the
software versions you are using require the drop non-match action by simply typing in
gos ubp set name voice ? and checking if the command drop-nm-action is displayed or
not.
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2.8.2 Verify Operations
2.8.2.1 Verify EAP Global and Port Configuration

avaya.com

Step 11 Verify that EAP has been enabled globally and the correct port members:

ERS Stackable # show eapol port

3-11

Result:

EAPOL Administrative State:
Port - mirroring on EAP ports: Disabled
EAPOL User Based Policies:
EAPOL User Based Policies Filter On MAC Addresses: Disabled

Port:

Port:

3
Admin Status:
Auth: No
Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2
RDS DSE: No

Auto

11
Admin Status:
Auth: No
Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2
RDS DSE: No

Auto

Enabled

Enabled

Via the ERS-Stackable switch, verify the following information:

Option

Verify

State

EAPOL Administrative

Verify that the EAPOL is Enabled globally.

Policies

EAPOL User Based

Verify that EAPOL policies are Enabled globally.

Admin Status

Verify that the EAP is enabled on ports 3 to 11 by verifying that the
Admin Status is set to Auto.

Auth

The value will

be No even

if the IP Phone has successfully
authenticated. Only if there a Supplicant attached to the IP Phone and it
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has successfully authenticated will this value change to Yes.

2.8.2.2 Verify EAP Multihost Configuration

Step 11 Verify that EAP multihost has been globally configured correctly:

ERS Stackable #show eapol multihost

Result:
Allow Non - EAPOL Clients: Enabled
Use RADIUS To Authenticate Non - EAPOL Clients: Enabled
Allow Non - EAPOL Clients After Single Auth (MHSA): Disable d

Allow Non - EAPOL VolP Phone Clients: Disabled

EAPOL Request Packet Generation Mode: Multicast

Allow Use of RADIUS Assigned VLANs: Disabled

Allow Use of Non - Eapol RADIUS Assigned VLANSs: Disabled
Non- EAPOL RADIUS Password Attribute Format: MACAddr
Non- EAPOL User Based Policies: Enabled

Non- EAPOL User Based Policies Filter On MAC Addresses: Disabled
Use most recent RADIUS VLAN: Disabled

Step 21 Verify that EAP multihost has been configured correctly at interface level:

ERS Stackable #show eapol mult  ihost interface 3 -11
Result:
Port: 3
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Enabled

Max Non - EAP Client MACs: 1

Use RADIUS To Auth Non - EAP MACs: Enabled
Allow Auto Non - EAP MHSA: Disabled

Allo w Non - EAP Phones: Disabled

RADIUS Req Pkt Send Mode: Multicast

Allow RADIUS VLANSs: Disabled

Allow Non - EAP RADIUS VLANSs: Disabled

Use most recent RADIUS VLAN: Disabled

Port: 11
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Enabled

Max Non - EAP Client MACs: 1

Use RADIUS To Auth Non - EAP MACs: Enabled
Allow Auto Non - EAP MHSA: Disabled

Allow Non - EAP Phones: Disabled

RADIUS Req Pkt Send Mode: Multicast

Allow RADIUS VLANS: Disabled

Allow Non - EAP RADIUS VLANSs: Disabled

Use most recent RADIUS VLAN: Disabled

Avaya Inc. T Proprietary & Confidential.
Use pursuant to the terms of your signed agreement or Avaya policy.

58



AVAYA

avaya.com

Via the ERS-Stackable switch, verify the following information:

Option

Verify

Allow Non-EAPOL
Clients:

Verify that the non-EAPOL (NEAP) is Enabled globally.

Use RADIUS To
Authenticate Non-
EAPOL Clients:

Verify the use RADUIS to authenticate non-EAPOL option is Enabled
globally.

Non-EAPOL RADIUS
Password Attribute
Format:

Verify that the non-EAP password format is set for MACAddr. Please
note, someoftheo|l der software rel eases
before and after the MAC address.

r

Non-EAPOL User
Based Policies:

Verity that the non-EAPOL user based policies is Enabled

2.8.2.3 Verify EAP Multihost Status

Step 11 Assuming the IP Phone via port 3 has successfully authenticated via EAP, use the
following command to view the EAP status:

ERS Stackable # show eapol multihost non

- eap- mac status

Result:

3 00:24:00:0D:8

D:29 Authenticated By RADIUS

4 00:24:00:0D:8D:AA Authenticated By RADIUS

On the ERS-Stackable switch, verify the following information:

Option

Verify

Port

Display the ports where the IP Phone has successfully been
authenticated.

Client MAC Address

If the IP phone has successfully authenticated via NEAP, its MAC
address should be shown.

State

Verity that Authenticated By RADIUS is displayed
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2.8.2.4 Verify EAP Policy

Step 11 Use the following command to view the UBP Policy:

ERS Stackable # show qos ubp classifier

Result:

ld: 1

Name: voice

Block:

Eval Order: 5

Address Type: IPv4
Destination Addr/Mask: Ignore
Source Addr/Mask: Ignore
DSCP: Ignore

IPv4 Protocol / IPv6 Next Header: Ignore
Destination L4 Port Min: Ignore
Destination L4 Port Max: Ignore
Source L4 Port Min: Ignore
Source L4 Port Max: Ignore
IPv6 Flow Id: Ignore

IP Flags: Ignore

TCP Control Flags: Ignore

IPv4 Options: Ignore
Destination MAC Addr: Ignore
Destination MAC Mask: Ignore
Source MAC Addr: Ignore
Source MAC Mask: Ignore
VLAN: 805

VLAN Tag: Tagged

EtherType:  0x0800

802.1p Priority: All

Packet Type: Ignore

Inner VLAN: Ignore

Action Drop: No

Action Update DSCP: 0x2E
Action Update 802.1p Priority: Priority 6
Action Set Drop Precedence: Low Drop
Storage Type: NonVolatile

Via the ERS-Stackable switch, verify the following information:

Option Verify

Name: Verify the port number is correct, should be voice for this example.

Eval Order: Verify the port number is correct, should be 5 for this example.

Address Type: Verify the Address Type is correct, should be IPv4 for this example.

VLAN: Verify VLAN is correct, should be 805 for this example.

EtherType: Verify the EtherType is correct, should be 0x0800 representing the IP
for this example.

Action Update DSCP: | Verify the DSCP value is correct, should be 0x2e (decimal 46) for this
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example.

Action Update 802.1p | Verify the p-bit value is correct, should be 6 for this example.
Priority:

2.8.2.5 Verify EAP Policy upon the NEAP client successfully authenticating

Step 17 Assuming an IP Phone via port 3 and 4 has successfully authenticated via EAP,
use the following command to view the UBP Policy:

ERS Stackable # show qos ubp interface

Result:

Id Unit Port Filter Set Name

55001 1 3 voice
55002 1 4 voic e

Via the ERS-Stackable switch, verify the following information:

Option Verify

Port Verify the port number is correct according the NEAP authenticated IP
Phones

Filter Set Name If the IP phone has successfully authenticated via NEAP, and if the
RADIUS server has been configured correctly, the policy named voice
will be displayed.

2.8.2.6 View EAP Policy Statistics

Step 11 You can view the statistics by using the UBP reference and port number using the
following command. Please note that the reference number for each port will be different.

ERS Stackable # show qos statistics 55001 port 3
Result:

Id: 55001

Policy Name: UntrustedClfrs1

Classifier Unit/Port  In - Profile
Name Packets
1/3 203
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2.8.3 RADIUS Server i Policy Setup
2.8.3.1 Microsoft IAS

Assuming the RADIUS server is a Windows 2003 server, via the IAS Remote Access Policies, go
to your NEAP policy Advanced settings. The Vendor-Specific attribute should be setup as follows.

1 Vendor Code : Nortel ; Nortel Specific Option 562
1 Vendor-assigned attribute

0 Attribute number : 110

0 Attribute format : String

0 Attribute value : UROLvoice

Step 11 VialAS, assuming you have already started a NEAP policy, go the Advanced tab and click
on Add and scroll down to Vendor-Specific and click on Add

Add Attribute (7 X]
To add an attrbute to the Profile, select the attnbute, and then click Add.
To add an attrbute that is not ksted, select the Yenda-S pecific attibute.

Nare l Vendar I Descrplion ;]
Tunnek-Type RADIUS Standaid Specifies the tunneling protocols used,

fy RADIUS Standad Specifies the support of proprietary NAS feslises
Cisco-AV-Pair Cisco Specifies the Cisco AY Pair VSA,
Alowed Cattificate-01D Miczozoft Specifies the cestficate purpose or usage object identfiers
Generate-Class-Attrbute Microsoft Specifies whether IAS automabcaly generates the class al
Generate-Session-Timeout Miciosoft Specifies whather 145 automaticaly generates the sesson
lgnore-User-Dialn-Propesties Miciosoft Specifies that the user's diakin properies are ignored.
MS-Quarantine-IFFiter Mictosolt Specilies the P talfic filtes that is used by the Rouling anc
MS-Quarartine-Session-Timeout Micsosolt Specifies the trme (in seconds) that the connection can rer
Tunnel-Tag Microsoft Description not yet definad
USR-ACCM-Type U.S. Robatics, Inc. Description not yet defrad
USR-AT-Callnput-Fiker U.S. Robotics, Inc Description not yet definad
USH-AT-Call-Oupest-Fiker .S, Robotics, Inc. Description not vet defined
USR-AT-Input-Fiter U.S. Robaotics, Inc. Description not yet defined
USR-AT-Output-Fiter .S, Robaotics, Inc. Descrption not yet defined
USR-AT-RTMPdnput-Filtes U.S. Robotics, Inc. Description not yet defined
USR-AT-RTMP-Qutput-Filtes U.S. Rabotics, Inc Description not yet definad
UjR-AT-ZiD-Irour-FiItex 1.5, Robatics, Inc Descriotion not vet defrned ‘J;'
4 »
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Step 2 - Via the Multivalued Attribute Information window, click on Add. In the next window titled
Vendor-Specific Attribute Information, click no the Select from list radio button and select Nortel
Networks and click on the Yes, it conforms radio button. When finished, click on Configure

Attributes.
ulkivolued Atribute Informotion BB\ cvor-Speciic mtibute Tnformation ————— WIE3)
Attibubs name Allnbute nama:
|\’endm-§peciﬁc 'dem-Spocﬁc
Atubute numbss: Specity retviork accezs server vendor
I28 ~ Salact from s Mloled Netyacik s
Attibuts fomat " Enter Verdor Cods:
IOczetS 11ing
. Specily whather the atibua confome to the RADIUS RFC spechication for
Alvbubs vakies: vendor spechc atirbutes
Vendat | Value

@ Yae. It confoims

" Mo. It does nat contoem

MoveDawr
Aadd l
Conlicure Alnbute
[ferave l ;‘
Edt |

< | | [ ok ] coca |

Step 3: Via the Configure VSA (RFC compliant) window, enter the following:

o Vendor-assigned attribute number: 110
o Attribute formate: String
o Attribute value: UROLvoice

Click on OK when done.

Configure ¥SA (RFC compliant) K3 B3

Vendor-assigned attribute number:
|1 10

Attribute format:
I String L]

Attribute value:
IUF!CILvoiceI

| 0K I Cancel
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Step 41 When completed, the profile should be as that displayed below.

Edit Dial-in Profile [ 2] X]
Diakin Constraints | IP | Multiink |
Authentication I Enciyption Advanced

Specify additional connection attributes to be returned to the Remote
Access server.

Attributes:
MName l YYendor | Value
Yendor-Specific RADIUS Standard UROLvoice

oK Cancel Apply
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2.8.3.2 Avaya ldentity Engines Ignition Server

Using the base IDE configuration in Section 2.7.3, we will simply add the appropriate outbound
attribute to the Access Paolicy.

Please note, the Nortel vendor specific attributes are already added and can be viewed by going
to Site Configuration -> Provisioning -> Vendors/VSAs and scrolling down and selecting Nortel ->
VSA Definitions. For this example, we will use the VSA Definition ERS-User-Based-Policy.

IDE Step 11 Go to Site Configuration -> Provisioning -> Outbound Attributes -> New

1 When the New Outbound Attribute window pops up, enter the following as shown below.
As shown below, in this example, we simply named the outbound attribute UROL

©* New Outbound Attribute , x|

Qutbound Attribute: [UROL |

Transport
() RADIUS Attribute

(51 Y54

Yendor lNorteI l - '

VSa |ERS-User-Based-PoIicy l vJ

i _E)ﬁ—l | Cancel ]
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IDE Step 21 Go to Site Configuration -> Provisioning -> Outbound Values -> New

1

used in this example, and click on New

When the Outbound Value Instance window pops up, enter the following as shown

1  When the Outbound Value Details window pops up, enter a hame, i.e. UROLvoice as

below. Please note, the String value must be UROLvoice a svoied i s t he

policy defined on the switch in this configuration example. Click OK twice when done

I »
©" Outbound Yalue Instance

1

Avaya Inc. i Proprietary & Confidential.
Use pursuant to the terms of your signed agreement or Avaya policy.

66



AVAYA

IDE Step 3 1 Go to Site Configuration -> Access Policies-> RADIUS -> ERS_EAP ->
Authorization Policy -> Edit (assuming we are using the policy we configured in Section
273named AER$_EAPO

T From the All Outbound Values windows, select UROLvoiceand t hen c lesse
thand0 arrow key

Click OK when done

This should move the outbound attribute named UROLvoice to the Provision With
window as shown below

©» Edit Authorization Policy

b4 IUser.Authentication Service = Internal User Store

sion With

ROLvoice

unnel-Medium-Type

IF User.Authertication Service = Internal User Store  THEN Allow
Send Outbound Values: UROLvoice
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,b' Policy Summary For ERS_EAP

Policy Summary

Access Policy: ERS _EAP

Authentication Policy

The following protocols are active;

Outer Protocol | Inner Protocol

NONE PAP, EAP-NMD5
Identity Routing

Default Directory Set default set

Authorization Policy

Rule Name | Rule Summary

IF User. Authentication Setvice = Internal User Store THEN Allow
send Outbound Values: UROLvoice

If No Rules Apply: Allow and Send Outbound Value Admin-Access

EAP

OK 4
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2.9 Auto Configuration with a Stackable Ethernet
Routing Switch using EAP with Non-EAP-Phone
Support and ADAC (LLDP detection)

As explained in the configuration example in Section 2.8, the Stackable Ethernet Routing Switch
can be configured in one of two methods using NEAP (non-EAP) to allow an IP phone without an
EAP Supplicant access to the network. For this example, we will enable Non-EAPOL VolP phone
clients. This is by far the easiest method to authorize certain Avaya IP Phones on a switch as it
does not require any RADIUS setup. The Avaya IP Phone is detected by examining the phone
signature contained in the DHCP Discovery packet sent by the IP phone. If the signature is valid,
the IP phone is allowed access to the network.

i At this time, the Non-EAPOL VolP phone clients feature is only supported on the Avaya
1100, 1200, and 2000 series IP Phones.

This configuration example is in reference to diagram 1 and uses the base configuration from
example 2.2.

. Please note that non-EAP support for IP phones is only supported on Avaya IP Phones
and requires that DHCP be enabled. The IP phone is authenticated based on the DHCP
signature. Do not enable EAP on the phone. Also, do not enable Guest-VLAN.
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2.9.1 Stackable Switch Configuration
Please refer to Section 9 for more details regarding EAP configuration on Avaya Switches.
29.1.1 Enable ADAC at interface level

ERS-Stackable Step 17 Enable ADAC on port members 3 to 11, set the ADAC detection to
LLDP only, and enable the ADAC tag mode to tagged frames and untag the default VLAN

ERS Stackable (config)# interface fas tEthernet3 - 11

ERS Stackable (config -if)j# adac detection lldp

ERS Stackable (config -if)j# no adac detection mac

ERS Stackable (config -if)j# adactagged -frames -tagging untag - pvid - only
ERS Stackable (config -if)# adac enable

ERS Stackable (config -if)# exit

29.1.2 Enable LLDP-MED

ERS-Stackable Step 17 Enable LLDP-MED on port 3to 11

ERS Stackable (config)# interface fastEthernet 3 -11

ERS Stackable (config -if)j# Illdptx -tlvlocal - mgmt addr port - descsys -capsys -desc
Sys - name

ERS Stackable (config -if)# Illdp status txAndRx config - notif ication

ERS Stackable (config -if)# Ildptx - tlv med extendedPSE location med - capabilities

network - policy
ERS Stackable (config -if)# exit

2.9.1.3 Configure RADIUS server

ERS-Stackable Step 11 Add RADIUS server

ERS Stackable (config)# radius - server host 172.30.30.50 k ey

Enter key: Forkkkk
Confirm key: Fkkkkk

2.9.1.4 Enable EAP globally

ERS-Stackable Step 17 Enable EAP non-EAP phone

ERS Stackable (config)# eapol multihost non - eap- phone - enable

ERS-Stackable Step 21 Enable EAP

ERS Stackable (config)# eapol enable
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2.9.1.5 Enable EAP at interface level
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assigned-vlan enabled

ERS-Stackable Step 11 Enable EAP on ports 3to 11 with non-eap-phone and use-radius-

ERS Stackable (config)# interface fastEthernet 3 -11
ERS Stackable (config -if}# eapol multihost non - eap- phone - enable
ERS Stackable (conf ig -if)# eapol multihost eap - mac- max 1

ERS Stackable (config -if}# eapol multihost enable
ERS Stackable (config -if)# eapol status auto
ERS Stackable (config -if)# exit
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2.9.2 Verify Operations
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Assuming we have an Avaya IP phone with a Supplicant connected to port 7 and an Avaya IP

Phone connected to port 8 with the following characteristics:
1 Port7:
o Avaya IP Phone 1230 with MAC address 00-24-00-0d-8d-29
0 Supplicant with MAC address 00:02:A5:E9:00:28
1 Port8:
o Avaya IP Phone 1230 with MAC address 00-24-00-0d-8d-aa

2.9.2.1 Verify EAP Global and Port Configuration

Step 11 Verify that EAP has been enabled globally and the correct port members:

ERS Stackable #show eapol port 3 -11
Result:
EAPOL Administrative State: Enabled
Port: 3
Admin Status: Auto
Auth: No

Admin Di r: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2

RDS DSE: No

Port: 7
Admin Status: Auto
Auth: Yes
Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2
RDS DSE: No

Port: 8
Admin Status: Auto
Auth: Yes
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Via the ERS-Stackable switch, verify the following information:

Option Verify

EAPOL Administrative | Verify that the EAPOL is Enabled globally.

State

Auth For any port that has a Supplicant which has successfully been

authenticated, the Auth state should be Yes

2.9.2.2 Verify EAP Multihost Configuration

Step 171 Verify that EAP multihost has been globally configured correctly:

ERS Stackable #show eapol multihost

Result:
Allow Non - EAPOL Clients: Disabled
Use RADIUS To Authenticate Non - EAPOL Clients: Disa bled
Allow Non - EAPOL Clients After Single Auth (MHSA): Disabled
Allow Non - EAPOL VolP Phone Clients: Enabled

EAPOL Request Packet Generation Mode: Multicast

Allow Use of RADIUS Assigned VLANSs: Disabled

Allow Use of Non - Eapol RADIUS Assigned VLANs: Disa bled
EAPOL Reauthentication Security Mode: Fail on RADIUS Timeout

Non- EAPOL RADIUS Password Attribute Format: IpAddr.MACAddr.PortNumber
Use most recent RADIUS VLAN: Disabled

Via the ERS-Stackable switch, verify the following information:

Option Verify

Allow Non-EAPOL Verify the allow non-EAPOL VoIP Phone Clients option is Enabled
VoIP Phone Clients globally.
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2.9.2.3 Verify EAP Multihost Port configuration

Step 11 Verify that EAP mulltihost configuration:

ERS Stackable #show eapol multihost interface 3-11

Result, i.e. for port 3:

Port: 3
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Disabled
Max Non - EAP Client MACs: 1
Use RADIUS To Auth Non - EAP MACs: Disabled
Allow Auto Non - EAP MHSA: Disabled
Allow Non - EAP Phones: Enabled
RADIUS Req Pkt Send Mode: Multicast
Allow RADIUS VLANSs: Disabled
Allow Non - EAP RADIUS VLANS: Disabled
RADIUS Timeout Mode: Fail
Use most recent RADIUS VLAN: Disabled

Port: 11
MultiHost Status . Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Disabled
Max Non - EAP Client MACs: 1
Use RADIUS To Auth Non - EAP MACs: Disabled
Allow Auto Non - EAP MHSA: Disabled
Allow Non - EAP Phones: Enabled
RADIUS Req Pkt Send Mode: Multicast
Allow RADIUS VLANSs: Disabled
Allow Non - EAP RADIUS VLANSs: Disabled
RADIUS Timeout Mode: Fail
Use most recent RADIUS VLAN: Disabled

Via the ERS-Stackable switch, verify the following information:

Option Verify

MultiHost Status Verify that the MultiHost status is Enabled on port 3 to 11.

Max Eap Client Verify that the maximum EAP client is set to 1. If not, check your
configuration

Max Non-EAP Client Verify that the maximum non-EAP client is set to 1. If not, check your

MACs configuration
Allow Non-EAP Verify that Allow Non-EAP Phone is set to Enabled. If not, check your
Phones configuration
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2.9.2.4 Verify EAP Multihost Status

Step 11 Assuming the Supplicant via port 8 has successfully authenticated via EAP, use
the following command to view the EAP status:

ERS Stackable #show eapol multihost status

Result:

Port Client MAC Address Pae State  Backend Auth State

700 -24-00-0d-8d- 29
8 00 -24-00-0d- 8d- aa

Via the ERS-Stackable switch, verify the following information:

Option

Verify

Client MAC Address

Verify the actual Supplicant MAC. For this example, this should be
00:02:A5:E9:00:28 on port 7.

Pae State

Verify the actual Supplicant Pae State. If the Supplicant has
successfully authenticated, the Pae State should be displayed as
Authenticated

Neap Phones

Verify the actual MAC for the Avaya IP Phone sets. For this example,
this should be 00-24-00-0d-8d-29 on port 7 and 00-24-00-0d-8d-aa on
port 8
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2.10 Avaya IP Phone i DHCP and Provisioning Files

Details regarding various Avaya IP Phone DHCP and configuration file paramteters are listed in
Appendix A. List below are the mimimum settings required for this configuration example.

2.10.1 DHCP Settings
The following assumptions apply:
1 The voice VLAN id is 805

1 We will use the HTTP provisioning server as illustrated in diagram 1 using an IP address
of 192.168.50.100

0 The file path for the Avaya 9640 IP Phone is 9600/96xxH323_032910
0 The file path for the Avaya 1230 IP Phone is phone_prov_files

DHCP Server Step 11 Data VLAN DHCP Scope settings for the Avaya 1230 IP Phone

Option 191 St ring Value
VLAN A:805.

DHCP Server Step 17 Data VLAN DHCP Scope settings for the Avaya 9640 IP Phone

Option 242 St ring Value

L2Q=1
L2QVLAN=805
VLANTEST=60

DHCP Server Step 21 Voice VLAN DHCP Scope settings for the Avaya 1230 IP Phone

Option 224 St ring Value
Nortel -i2004 - B,prov=http://192.168.50.100/phone_prov_f iles;
DHCP Server Step 27 Voice VLAN DHCP Scope settings for the Avaya 9640 IP Phone

Option 242 St ring Value

HTTPSRVR=192.168.50.100
HTTPDIR= 9600/96xxH323_ 032910
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2.10.2 Provisioning Files

The following shows the configuration files used for this example.

Avaya 1230 IP Phone provisioning Files i Files include system.prv, 1230.prv, and
0024000D8DAA.prv (includes EAP MD5 configuration)

system.prv

file=td;
s1ip=10.88.2.20;
p1=4100;

al=1;

rl=2;
s2ip=10.88.2.20;
p2=4100;

a2=1;

r2=2;

1230.prv

lldp=y;

igarp=y;

Va=y;

vlanf=y;

pc=y;

dg=n;

pcuntag=y;

reg=00:24:00:0D:8D:AA,CS1K,S51S52,600,096 - 00- 00- 20;

0024000D8DAA.prv

eap=md5;
eapidl=phoneb;
eappwd=Phonebeselab;

Avaya 9640 IP phone provisioning File i File used is 46xxxsettings.txt (includes EAP MD5
configuration)

46xxsettings  .txt
SET HTTPSRVR 192.168.50.100
SET HTTPDIR 9600 \ 96xxH323_ 032910
SET VLANTEST 60
SET PROCSTAT 0
SET PROCPSWD 27238
SET PHY1STAT 1
SET PHY2STAT 1
SET MCIPADD 47.165.168.240
SET DOT1XSTAT 2
SET DOT1X 0
SET DOT1XEAPS "MD5"
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2.11 Avaya Energy Saver (AES)

In reference to Diagram 1, assume we wish to enable AES to ERS-Stackable with the following
schedule:

1 Activate AES during the week from Monday to Friday nighttime from 7:00 pm to 6:30 am
1 Deactivate AES on Saturday from 7:00 am to 5:00 pm

2.11.1 Go to configuration mode.

ERS-Stackable: Step 1 - Enter configuration mode

ERS Stackable> enable

ERS Stackable# config terminal

2.11.2 Add SNTP Server

ERS-Stackable: Step 1 i Add an SNTP server

ERS Stackable(config)# sntp server primary address 192.168. 50.100
ERS Stackable(co nfig)# sntp enable

2.11.3 Add Avaya Energy Saver configuration

ERS-Stackable: Step 1 i Enable AES at interface level

ERS Stackable(config)# interface fastEthernet all
ERS Stackable(config -if)# energy - saver enable
ERS Stackable(config -if)y#  exit

ERS-Stackable: Step 2 i Enable AES schedule

ERS Stackable(config)# energy - saver schedule weekday 06:30 deactivate
ERS Stackable(config)# energy - saver schedule weekday 19:00 activate
ERS Stackable(config)# energy - saver schedule saturday 07:00 deactivate
ERS Stackable(config)# energy - saver schedule saturday 17:00 activate

ERS Stackable(config)# energy - saver enable

For test purposes, you can activate/deactivate AES by issuing the following commands
C from the CLI Privileged level:

ERS Stackable# energy - saver activate

ERS Stackable #energy - saver deactivate
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2.11.4 Verify operations
2.11.4.1 Verify SNTP

avaya.com

SNTP must be configured and running for AES to operate. The switch must have SNTP enabled

to correctly obtain the time for operation of AES if the scheduler is configured.

Step 11 Verify SNTP is configured

ERS Stackable #show sntp

Result:

SNTP Status:

Primary server address:

Secondary server address: 0.0.0.0
Sync interval: 24 hours
Last sync source:

Primary server sync failures:
Secondary server sync failures: 0

Last sync time: 2010
Next sync time: 2010
Current time: 2010

Enabled
192.168.50.100

192.168.50.1 00
0

-06- 22 09:43:31 GMT - 01:00
- 06- 23 09:43:31 GMT - 01:00
- 06- 22 14:52:16 GMT - 01:00

Step 27 Verify clock

ERS Stackable #show clock

Result:

Current SNTP time : 2010
Summer time recurring is set to:

-06- 22 14:51:11 GMT - 01:00

start: on Sunday in the 4th week of March at 02:00
end: on Sunday in the 4th week of October at 02:00

Offset: 60 minutes.

Summer time is set to:
start: 29 March 2010 at 02:00
end: 30 October 2010 at 03:00

Offset: - 60 minutes. Time zone will be 'EDT'
Time zone is set to 'EST', offset from UTC is - 02:00
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2.11.4.2 Verify AES

Use the following commands to verify AES is operational. In this example, we will show the effect
of AES with a model 1120E IP phone connected to port 1/9. Prior to AES activation, the 1120E
should be operating at 1000Mbps full duplex. After AES activation, the 1120E should be
operating at 10Mbps full duplex.

Step 11 Verify AES is configured at interface level

ERS Stackable #show energy - saver interface

Result:

Unit/Port AES State PoE Savings PoE Priority

11 Enabled Disabled Low
1/2 Enabled Disabled Low

|

I

Step 2 i Verify Port is delivering PoE power; the following shows the power measured
prior to and after AES activation

ERS Stackable #show poe - power - measurement 1/9

Result:

The following s hows the PoE power delivered prior to AES activation:

Unit/Port Volt(V) Current(mA) Power(Watt)

1/9 475 125 6.000
The following show the PoE power delivered after AES activation:

Unit/Port Volt(V) Current(mA) Power(Watt)

1/9 475 95 4.500
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Step 31 Verify Ethernet interface speed; the following shows the port speed prior to and
after AES activation

ERS Stackable #show poe - port - status 1/9

Result:

The following displays the interface speed prior to AES activation:

Status Auto Flow
Unit/Port Trunk Admin Oper Link LinkTrap Negotiation Speed Duplex Control
1/9 Enable Up Up Enabled Enabled 1000Mbps Full Symm

The following displays the interface speed after AES is activated:

Status Auto Flow
Unit/Port Trunk Admin Oper Link LinkTrap Negotiation Speed Duplex Control

1/9 Enable Up Up Enab led Enabled 10Mbps  Full Disable

Step 47 Verify AES globally settings

ERS Stackable #show energy - saver

Result:

Avaya Energy Saver (AES): Enabled

AES PoE Power Saving Mode: Disabled

AES Efficiency - Mode Mode: Disabled

Day/Time: Tuesday 20:58:58
Current AES state: AES is Active

Step 51 Verify AES schedule

ERS Stackable #show energy - saver schedule

Result:

Day Time Action
Monday 06:30 Deactivate
Monday 19:00 Activate
Tuesday 06 :30 Deactivate
Tuesday 19:00 Activate
Wednesday 06:30 Deactivate
Wednesday 19:00 Activate
Thursday 06:30 Deactivate
Thursday 19:00 Activate
Friday 06:30 Deactivate
Friday 19:00 Activate
Saturday 07:00 Deactivate
Saturday 17:00 Activate
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activation

Step 6 1 Verify AES power savings; the following shows the power savings after AES

ERS Stackable # show energy - saver savings

Result:

Prior to AES activation

Unit# Model Switch Capacity Saving PoE Saving

5698TFD - PWR 0.0 watts 0.0 watts

TOTAL 0.0 watts 0.0 watts

After AES activation:

Unit# Model Switch Capacity Saving PoE Saving

5698TFD -PWR 2.7 watts 0.0 watts

TOTAL 3.6 watts 0.0 watts
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2.12 DHCP Server Setup

The following setup applies to configuring a DHCP server for auto configuration. Depending on
the Avaya IP phone series used, the DHCP options can vary.

VLAN Setting using DHCP

Double DHCP is a term used where the IP Phone learns the voice VLAN Id using DHCP. From a
default setting, all IP Phones send out traffic untagged and use DHCP to get an IP address.
Providing you configure the data VLAN scope with the correct DHCP options, the IP Phone will
learn the voice VLAN ID from the data VLAN and then proceed to request for a new IP address
now via the tagged voice VLAN. This method provides separation for voice and data traffic
allowing for a PC or any other data device to be directly connected to the IP Phone set. The IP
Phone can be also be setup to either leave the data traffic untagged or tag the data VLAN using a
different VLAN Id other than that of the voice VLAN.

Depending on the Avaya IP Phone model, the VLAN and IP address may be cached so this
double DHCP process actually only occurs once. The Avaya 1600, 4600, and 9600 series cache
both the IP address and VLAN Id. Hence, upon a power cycle, the Avaya IP Phone will request
an IP address directly via the tagged voice VLAN without having to perform double DHCP. The
Avaya 1100, 1200, and 2000 series have an option to cache the IP address, but, this only comes
into effect if a DHCP server is unreachable i in other words, the IP phone will continue to perform
double DHCP unless the DHCP server is unreachable.

Depending on the Avaya IP phone model, the following DHCP option should be configured.
Details on each on these items are described in detail latter in this document and in the
appendixes.

1 Avaya 1100, 1200, and 2000 Series

0 Option 191

1 Avaya 4600 Series
o Option 176

1 Avaya 1600 and 9600 Series
0 Option 242

IP Phone Settings using DHCP

A limited set of IP phone settings can be set by DHCP. Details are covered in detail later in this
document and in the appendixes. More detailed IP phone configuration should be done using a
provisioning server which can be set via the voice VLAN. Depending on the Avaya IP phone
model, the following DHCP option should be configured.

1 Avaya 1100, 1200, and 2000 Series
0 Option 128- prior to UNIStim firmware release 2.2
A Call Server settings only

o Option 128, 131, 144, 157, 188, 191, 205, 219, 223, 224, 227, 230, 232, 235,
238, 241, 244, 247, 251 or 254 - UNIStim firmware release 2.2 and greater

A Extended IP phone settings
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1 Avaya 4600 Series

o Option 176
1 Avaya 1600 and 9600 Series
0 Option 242

The following configuration example shows how to setup a DHCP server for Avaya IP phone. In
our example, a Windows 2003 server will be used.
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2.12.1 Windows 2003 DHCP Configuration
For this configuration example, we will create the following

1 Option 224 and 191 to be used for the Avaya 1100, 1200, and 2000 Series Series IP
phones

1 Option 242 to be used for the Avaya 1600 and 9600 Series IP Phones
2.12.1.1 Default DHCP Options

Windows 2003 Server Step 1 7 Go to the following

Start->Administrative Tools->DHCP

Windows 2003 Server Step 2 i Create DHCP Options by high-lighting the name on of your
DHCP server from the top menu and select the following

Action -> Set Predefined Options -> Add

Predefined Options and Yalues 21x]

Options class:
Option nare |00:‘ Time Offset ;]
add | Ed | Deer |
Description IUCT oliset in seconds
~Vaue
Long
{00

l 0K I Cancel
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Windows 2003 Server Step 3 7 Add a new DHCP option, create DHCP option 191

After clicking on Add, fill in the information as shown below for the DHCP option with the identifier
setto 191.

1 Name: Any name you like

1 Set Date type: String

1 Code: 191

9 Description: Add any comments if you like

Class: Global

Name: IVLAN Information - Avaya IP Phones

Data type; IString _ﬂ [ Bmay

Code; |1 91

Description: IUsed for Avaya 1100, 1200, and 2000 series
ITI Cancel
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Windows 2003 Server Step 4 i Create DHCP option 224

Select Add again and fill in the information as shown below for the DHCP option with the identifier
set to 224.

1 Name: Any name you like

1 Set Date type: String

1 Code: 224

9 Description: Add any comments if you like

Change Option Name 1 21 x|
Class: Global
Name: IExtended DHCP Options - Avaya IP Phones
Data tipe; IfE;tnng _:_I I Aray
Code; |224
Description: IUsed for Awvaya 1100, 1200, and 2000 series]
IT' Cancel I

Windows 2003 Server Step 5 i Create DHCP option 242

Select Add again and fill in the information as shown below for the DHCP option with the identifier
set to 242.

1 Name: Any name you like

1 Set Date type: String

1 Code: 242

9 Description: Add any comments if you like

Class: Global
Name: IAvaya 242
[ata type; I‘Ejtnng j [~ Amay
Code; |242
Description: IUsed for Avaya 1600 and 9600 series]
| oK I Cancel l
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Windows 2003 Server Step 6 1 Right-click Scope Option from the data VLAN DHCP scope
and select Configure Options. Scroll down to the DHCP Options you just created and
check off the box to enable the 191 Option

Add the appropriate IP address scope, default router, and other various DHCP options for the
data VLAN. Once you complete this step, you can then add the required DHCP options for the
Avaya IP Phone VLAN information. The example below shows the DHCP scope for the Data
VLAN using DHCP Option 191 for the Avaya 1100, 1200, or 2000 series IP Phones. The example
below shows the string value pertaining for the Data VLAN where the following string is added to
set the Avaya IP phone to tag the voice VLAN using VLAN ID 805:

1 VLAN-A:805.

General I Advanced |

Available Options ] Description _:J
[ 128 Call Server Information

O 176 &vaya

191 VLAN Information - Avaya IP Phones Used for Av e

[ 224 Extended DHCP Options - &vaya IP Phones Used for Av +
«| | ’|

—Data entry

String value:
[\VLAN-4:805.

| oK I Cancel Apply

There must be a colon (:) separating the Hardware Revision from the VLAN ID. The string must
also end in a period (.)
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Windows 2003 Server Step 7 i Right-click Scope Option from the data VLAN DHCP scope
then select Configure Options. Scroll down to the DHCP Options you just created and
check off the box to enable the 242 Option

Add the appropriate IP address scope, default router, and other various DHCP options for the
data VLAN. Once you complete this step, you can then add the required DHCP options for the
Avaya IP Phone VLAN information. The example below shows the DHCP scope for the Data
VLAN using DHCP Option 242 for the Avaya 1600 or 9600 series IP Phones. The example below
shows the string value pertaining for the Data VLAN where the following string is added to set the
Avaya IP phone to tag the voice VLAN using VLAN ID 60:

1 L2Q=1,L2QVLAN=805,VLANTEST=60

General | Advanced |

Available Options I Description ;]
[ 191 VLAN Information - &vaya IP Phones Used for Av
[ 224 Extended DHCP Options - Avaya IP Phones Used for Av
242 bvaya 242 |Jsed for Ay
[J 243 Classless Static Routes Destination, w
4| | »

— Data entry

String value:

|L2Q=1 L20VLAN=805 VLANTEST=60

I 0K I Cancel Apply

The string must have a comma (,) between each parameter with no spaces.
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Windows 2003 Server Step 8 1 Right-click Scope Option from the voice VLAN DHCP scope
and select Configure Options. Scroll down to the DHCP Options you just created and
check off the box to enable the 242 Option

Add the appropriate IP address scope, default router, and other various DHCP options for the
voice VLAN. Once you complete this step, you can then add the required DHCP options for the
Avaya IP Phone VLAN information. The example below shows the DHCP scope for the Voice
VLAN using DHCP Option 242 for the Avaya 9600 series IP Phones as used in this example. The
example below shows the string value pertaining for the Voice VLAN assuming the Avaya 9600
IP Phones are using H.323 and retrieving the configuration file using HTTP from the directory
9600/96xxH323_032910. In this directory, it should contain the appropriate files, assuming the
Avaya 9600 series is used, it should contain the 96xxupgrade.txt and 46xxsettings.txt files

1 With a provision server using HTTP

0 HTTPSRVR=192.168.50.100,HTTPDIR= 9600/96xxH323 032910
1 Without a provision server:

o MCIPADD=10.30.30.20,VLANTEST=60

General I Advanced |

Available Options ] Description _:J
[ 176 &vaya

[ 191 VLAN Information - &vaya IP Phones Used for Ay

[ 224 Extended DHCP Options - Avaya IP Phones Used for Ay

242 Byvaya 242 Used for &y

< |

—Data entry
String value:
HTTPSRYR=152.168.50.100 HT TPDIR=9600/

| oK I Cancel Apply
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Windows 2003 Server Step 91 Right-click Scope Option from the voice VLAN DHCP scope
and select Configure Options. Scroll down to the DHCP Options you just created and
check off the box to enable the 224 Option

Add the appropriate IP address scope, default router, and other various DHCP options for the
voice VLAN. Once you complete this step, you can then add the required DHCP options for the
Avaya IP Phone VLAN information. The example below shows the DHCP scope for the Voice
VLAN using DHCP Option 224 for the Avaya 1100 or 1200 series IP Phones. The example below
shows the string value pertaining for the Voice VLAN assuming the Avaya 1100 or 1200 IP
Phones use HTTP t ngfigsviatheé diréctery mamed yphosei poown files

1 With a provision server using HTTP
0 Nortel-i2004-B,prov=http://192.168.50.100/phone_prov_files;
1 With a provision server using TFTP
o Nortel-i2004-B,prov=192.168.50.100/phone_prov_files;
1 Without a provision server:
o Nortel-i2004-B,s1=10.88.2.20;p1=4100;a1=1;r1=5;5s2=10.88.2.20;p1=4100;
al=1;r1=5;

EETTTE— 2

General I Advanced |

Available Options | Description ;I

[ 191 WLAN Information - &vaya IP Phones Used for Ay

224 Extended DHCP Options - Avaya IP Phones Used for Ay

[ 242 Avaya 242 Used for &v

[ 243 Classless Static Routes Destination, v
< | >
—Data entry

String value:

|,pr0v=http: #/192.168.50.100/phone_prov_files]

| 0K I Cancel Apply
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Please note that if using a Windows 2003 server, it may not associate the Avaya
1100/1200 series provision file extention of .prv with text files. To change this, open
Windows 2003 Internet Information Services (1IS) Manager and under the name of your
IIS server, go to Web Sites -> Default Web Site -> phone_prov_files -> Properties (in
our example, phone_prov_files is the name of the directory storing the Avaya 1100/1200
series provision files). Next, go to HTTP Headers -> MIME Types -> New and under
Extention, enter .prv and under MIME Type, enter text.

. MIME Type X|

Extension: I pryv

MIME type: l kext

| QK I Cancel
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3. Avaya IP Deskphones

Avaya offers a variety of IP Deskphones. The following sections highlight the major features of
each of these series of phones along with information on how to access the configuration menus.

3.1 2000 Series IP Deskphones

3.1.1 Feature Comparison

Avaya 2000 Series IP Deskphones
Feature IP Phone IP Phone IP Phone 2007 IP
2001" 2002" 2004" Deskphone
3x24 4x24 8x24 Ps(i?sxé‘;?or
Display Size / Type | Character Character Character
Touch screen
LCD LCD LCD
LCD
# of Lines 1 4 6+ Varlgs 6+ Varlgs
w/config w/config
Headset Jack 0 1 1 1
Listen
Handsfree Yes Yes Yes
only
802.3af PoE Class Class 2 Class 2 Class 2 Class 3
Two Port Switch No Yes Yes Yes
Gigabit Ethernet No No No No
USB Ports 0 0 0 1
Support for
! Yes (Current | Yes (Current
Expansion Module No 200x KEM) 200x KEM) No
Attachment
Bluetooth Headset No No No No
XAS (Application Yes Yes Yes Yes
Gateway) Support
Yes
EAP (802.1x) Yes Yes (Phase Il Yes
only)
Yes Yes
802.1AB Yes (Phase Il (Phase Il Yes
only) only)

Table 1: Avaya IP Deskphones i 2000 Series

Avaya Inc. T Proprietary & Confidential.
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3.1.2 Accessing the Configuration Menu (2001/2002/2004)

To access the configuration menu power cycle the IP Phone 2001/2002/2004 and then wait until
Nortel appears on the LCD panel. At this point, press the following keys in order from 1 to 4:
Function key 1, Function key 2, Function key 3, and finally Function key 4.

e

Figure 3: IP Phone 2004 Access Configuration Menu
Function Keys

Figure 4: IP Phone 2002 Access Configuration Menu
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To power cycle the IP Phone 2004 via the front panel, press the following keys in order from 1 to
9: Mute key, up Navigation key, down Navigation key, up Navigation key, down Navigation key,
up Navigation key, Mute, 9, and finally the Goodbye key.

To power cycle the IP Phone 2001 via the front panel, press the following keys in order from 1 to
9: # key, up Navigation key, down Navigation key, up Navigation key, down Navigation key, up
Navigation key, #, 9, and finally the Goodbye key.

Figure 5: IP Phone 2004 Power Cycle Phone Set
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Figure 6: IP Phone 2002 Power Cycle Phone Set
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3.1.3 Configuration Menu on Phase Il IP Phone 2001, Phase Il IP Phone
2002 and Phase Il IP Phone 2004

The single-line based configuration menu structure below presents the complete configuration
menu now available on the Phase Il IP Phone 2001, Phase Il IP Phone 2002 and Phase Il IP

Phone 2004:

EAP Enable?[0-N,1-Y]:0

if Al10
DevicelD:[ ]
Password:

LLDP Enable?[0-N,1-Y]:0

DHCP? [0-N, 1-Y]:1
i f fi0o

SET IP: XXX.XXX.XXX. XXX
NETMSK: XXX.XXX.XXX. XXX
DEF GW: XXX.XXX.XXX.XXX
S1 IP: XXX XXX.XXX. XXX

S1 PORT:
S1 ACTION:

S1 RETRY COUNT:
S2 IP: XXX XXX.XXX. XXX

S2 PORT:
S2 ACTION:

S2 RETRY COUNT:

elseifi 1 0

DHCP:0-Full,1-Partial:1

i f

S11P:

ilo

XXX XXX XXX XXX

S1 PORT:
S1 ACTION:
S1 RETRY COUNT:

S2 IP:

XXX XXX XXX . XXX

S2 PORT:

S2 ACTION:

S2 RETRY COUNT:
Speed[0-A,1-10,2-100]:0

if Al0o

or i 20

Duplex[0-A,1-F,2-H]:0

Cfg XAS?[0-N, 1-Y]:1

if Al0

XAS [P: XXX.XXX.XXX. XXX
Voice 802.1Q[0-N,1-Y]:1

if Al0

VOICE VLAN?[0-N,1-Y]:0

i f

ilo

VLAN Cfg?0-Auto,1-Man :1

The

VLAN Cfg menu is only

above or if LLDP is enabled above.

if AO0O
LLDP MED? [0-N, 1-Y] :0

Avaya Inc. T Proprietary & Confidential.
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The LLDP MED menu is only presented if LLDP is enabled above.
if fAO0O
LLDP VLAN? [0-N,1-Y] :0
The LLDP VLAN menu is only presented if LLDP is enabled

above.
if AO0O
DHCP? [0-N, 1-Y] :0
The DHCP menu is only presented if DHCP is
provisioned to fAPartialo or AFull o
el se i f Al1l0o

VOICE VLANID :
VLANFILTER?[O-N, 1-Y] :0
Ctrl pBits[0-7,8-Au] :8
Media pBits[0-7,8-Au] :8
PC Port? [0-OFF,1-ON] :1 This menu item, and submenus, are not available on the IP Phone
2001.
if Al0
Speed[0-A,1-10,2-100]:0
if A1lO0 or A20
Duplex[0-A,1-F,2-H]:0
Data 802.1Q[0-N,1-Y]:1
if fAlo
DATA VLAN? [0-N, 1-Y]:0
if fAlo
DATA VLAN Cfg?0-A,1-M:0
This DATA VLAN Cfg menu item is only presented if LLDP is enabled
above.
if Al0
DATA VLAN ID:
Data pBits[0-7,8-Au] :8
PCUntagAll?[0-N,1-Y]:0
Cached IP? [0-N, 1-Y]:0
This Cached I P menu item is only presented if DHCP i s
VLAN is not provisioned as fAAutoo.
GARP Ignore?[0-N,1-Y]:0

PSK SRTP?[0-N, 1-Y]:0

Avaya Inc. T Proprietary & Confidential. 98
Use pursuant to the terms of your signed agreement or Avaya policy.



AVAYA

3.1.4 Accessing the Configuration Menu (2007 IP Deskphone)

To access the configuration menu, power cycle the 2007 IP Deskphone and when the Avaya logo
appears in the middle of the display, immediately press the following key in sequence: 0, O, 7,

and

star

(*).

| f

prompted

for AENt er

Admi ni

avaya.com

strati

sequence: 2, 6, 5, 6, 7, *, 7, 3, 8, OK. Using Navigation Keys scroll down/up to select the
configuration options. As an alternative, use the USB port on the back of the IP Phone to use a
mouse to scroll and select configuration options.

)( Autodat
Atadint 1 N
Autoal J[ % »
NORTEL s 102

Maacy Comnery
S95 s

[lw« Cont Fomaed | More J

Oirectory Outbax )

(qua | xpane [semices | copy )

Figure 7. IP Phone 2007 Phone Set
3.1.5 Configuration Menu on the 2007 IP Deskphone

The full-screen based configuration menu structure below presents the complete configuration menu
available on the 2007 IP Deskphone as of UNIStim 4.2 (0621C7G). For other releases of software, please
refer to the associated Product Bulletin or ReadMe File.

EAP Mode: [Disable, MD5, PEAP, TLS]

ID 1:
1D 2:
Password:

Enable 802.1ab (LLDP): []
DHCP: [No, Yes]

Set IP: XXX XXX.XXX. XXX

Avaya Inc. T Proprietary & Confidential.
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Net Mask: XXX.XXX.XXX.XXX
Gateway: XXX.XXX.XXX. XXX
DNS1 IP: XXX.XXX.XXX.XXX
DNS2 IP: XXX.XXX.XXX.XXX
CA Server:
Domain Name:
Hostname:
S1 IP: XXX XXX.XXX. XXX
Port:
S1 Action:
Retry:
S1 PK: FFFFFFFFFFFFFFFF
S2 IP: XXX. XXX XXX. XXX
Port:
S2 Action:
Retry:
S2 PK: FFFFFFFFFFFFFFFF
Ntwk Port Speed: [Auto, 10BT, 100BT]
Ntwk Port Duplex: [Auto, Force Full, Force Half]
Phone Mode [Hidden, Full, Reduced]
XAS Mode [Text Mode, Graphical, Full Screen, Secure Graphical, Secure Full Screen]
XAS IP: XXX XXX XXX XXX
Port:
Enable Voice 802.1Q: []
VoiceVLAN: [No VLAN, Auto, Enter VLAN ID]
The Auto option in the VoiceVLAN menu is only available if
is enabled above, respectively.
VLAN Filter : []
Ctrl Priority Bits: [Auto, 0,1, 2, 3,4, 5,6, 7]
Media Priority Bits: [Auto, 0, 1, 2, 3,4, 5, 6, 7]
Enable Avaya Auto QoS: []
DSCP Override:[J]Thi s DSCP Override menu Eintadbrhei 80&@nlkyabpr(addP)edd if
enabled above amd drComMe dbila DBECPO are not manually set be
Control DSCP: xx
Media DSCP: xx
Enable PC Port: []
PC Port Speed: [Auto, 10BT, 100BT]
PC Port Duplex: [Auto, Force Full, Force Half]
Enable Data 802.1Q: []
DataVLAN: [No VLAN, Enter VLAN ID]
Data Priority Bits: [Auto, 0,1, 2, 3,4,5,6,7]
PC-Port Untag All: []
Enable Stickiness []
CachedIP:[] This Cached | P menu item is only presented if DHCP
Ignore GARP: []
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Enable SRTP PSK: []

SRTP PSK Payload ID: [96, 115, 120]
Provision: XXX.XXX.XXX.XXX
Provision Zone ID:

The 2007 IP Deskphone contains a password protection mechanism to lock out access to the
Local Tools menu including the Network Configuration menu. If enabled, access to the Local
Tools menu is password protected and the password is prompted by a pop up window. One must
type the password from the dial pad and press the center of the navigation cluster (enter key) to
enter the Network Configuration menu. The default password is 26567*738 (color*set), but this
password can be changed by the system administrator.

When an incorrect password is entered, the Local Tools menu is not opened.

To thwart password guessing, only 3 incorrect password entries in a row are allowed. After the 31
incorrect entry, the password entry is ignored for 5 minutes. During this period of time, the
password prompt is displayed and the entered digits accepted; however, the phone will not
process the incoming digits. The password prompt window simply closes and the behavior is
identical to that of an incorrect password entry. The user will assume the incorrect password has
been entered and try again. Thus even if the correct password is guessed during the 5 minute
period, it will be ignored. This effectively reduces the guess entry rate to 3 guesses every 5
minutes.

Once the password has been entered, access to the Local Tools menu remains active for 5
minutes. During the 5 minutes, the menu can be freely navigated, exited and entered without
being prompted again for the password. When the 5 minutes expires, the menu is closed. The
password must be reentered to access the Local Tools menu.
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3.2 1100 Series IP Deskphones

3.2.1 Feature Comparison

avaya.com

Avaya 1100 Series IP Deskphone

Feature 11101P 1120E IP 1140E IP 1150E IP 1165E IP
Deskphone | Deskphone | Deskphone | Deskphone Deskphone
144x32 240x80 24Qx160 24Qx160 320x240
. . Pixels Pixels Pixels Pixels : .
Display Size / Type . Pixels 24-bit
Graphical Grayscale Grayscale Grayscale Color LCD
LCD LCD LCD LCD
Feature Keys
(Excluding Enter + 12 22 24 30 30
NAV)
# of Lines 1 4 6+ Van_es 6+ Varlgs 8+ Varl_es
wi/confia w/confia w/confia
Headset Jack 0 1 1 1 1
Handsfree Listen only Yes Yes Yes Yes
802.3af PoE Class Class 2 Class 2 Class 2 Class 3 Class 2
Two Port Switch Yes Yes Yes Yes Yes
Gigabit Ethernet No Yes Yes Yes Yes
USB Ports 0 1 1 1 1
Support for
Expansion Module No Yes Yes Yes Yes
Attachment
Bluetooth Headset No No Yes Yes(,) glb\\gent Yes
XAS (Application Yes Yes Yes Yes Yes
Gateway) Support
EAP (802.1x) Yes Yes Yes Yes Yes
802.1AB No Yes Yes Yes Yes
Table 2: Avaya IP Deskphones i 1100 Series
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3.2.2 Accessing the Configuration Menu

To access the configuration menu, power cycle the 11xx IP Deskphone and when the Avaya logo

appears in the middle of the display, immediately press the four feature keys at the bottom of the

di splay in sequence from left to right. I f prompted f
the following keys in sequence: 2, 6, 5, 6, 7, *, 7, 3, 8, Down. Use the Navigation Keys scroll

down/up to select configuration options. As an alternative, use the USB port on the back of the IP

Deskphone to use a mouse to scroll and select configuration options.

Function Keys

One new caller

Navigation Keys

Services keys

Figure 8: 1100 Series IP Deskphone Setup

You can also configure the 1100 Series IP Deskphone by pressing the Services key twice and
select option 3 Network Configuration.
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3.2.3 Configuration Menu on the 1120E/1140E/1150E/1165E IP Deskphone

The full-screen based configuration menu structure below presents the complete configuration
menu available on the 1120E, 1140E, 1150E and 1165E IP Deskphones running UNIStim 4.2
software (062xC7M). For other versions of software, please refer to the associated Product
Bulletin or ReadMe File.

EAP Mode: [Disable, MD5, PEAP, TLS]
ID 1:
ID 2:
Password:
Enable VPN: []
Protocol:
Mode:
Authentication:
PSK User ID:
PSK Password:
XAUTH Method:
XAUTH User ID:
XAUTH Password:
VPN Server 1: XXX.XXX.XXX.XXX
VPN Server 2: XXX.XXX.XXX.XXX
VPN DSCP:
VPN MOTD Timer:
Enable 802.1ab (LLDP): []
DHCP: [No, Yes]
Set [P XXX.XXX.XXX. XXX
Net Mask: XXX.XXX.XXX.XXX
Gateway: XXX.XXX.XXX.XXX
DNS1 IP: XXX.XXX.XXX.XXX
DNS2 IP: XXX.XXX.XXX.XXX
Local DNS IP: XXX.XXX.XXX.XXX
CA Server:
Domain Name:
Hostname:
S1 IP: XXX XXX XXX. XXX
Port:
S1 Action:
Retry:
S1 PK: FFFFFFFFFFFFFFFF
S2 IP: XXX XXX XXX.XXX
Port:
S2 Action:
Retry:
S2 PK: FFFFFFFFFFFFFFFF
Ntwk Port Speed: [Auto, 10BT, 100BT]
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Ntwk Port Duplex: [Auto, Force Full, Force Half]
XAS Mode: [Text Mode, Graphical, Secure Graphicall Thi s parameter is called AGraphi
1165E IP Deskphone.

XAS IP: XXX XXX XXX XXX
XAS Port:
Enable Voice 802.1Q: []
VoiceVLAN: [No VLAN, Auto, Enter VLAN ID]

The Auto option in the VoiceVLAN menu is only available if
is enabled above
VLAN Filter : []

Ctrl Priority Bits: [Auto, 0,1, 2, 3,4, 5,6, 7]
Media Priority Bits: [Auto, 0, 1, 2, 3, 4,5, 6, 7]
Enable Avaya Auto Qos: []
DSCP Override:[]Thi s DSCP Override menu Eintadhei 80&@nlkyabpr(daddPt)dd i f
enabled above and fAiContr ol DSCPO0 orowiMedi a DSCPO are not
Control DSCP: xx
Media DSCP: xx
Enable PC Port: []
PC Port Speed: [Auto, 10BT, 100BT]
PC Port Duplex: [Auto, Force Full, Force Half]
Enable Data 802.1Q: []
DataVLAN: [No VLAN, Enter VLAN ID]
Data Priority Bits: [Auto, 0, 1, 2, 3,4, 5, 6, 7]
PC-Port Untag All: []
Enable Stickiness []
CachedIP:[] This Cached | P menu item is only presented if DHCP
Ignore GARP: []
Enable SRTP PSK: []
SRTP PSK Payload ID: [96, 115, 120]
Provision: XXX.XXX.XXX.XXX
Provision Zone ID:
Enable Bluetooth: [Yes, No] This Bluetooth menu item is on the 1140E, 1150E, and 1165E only.

The 1120E, 1140E, 1150E and 1165E IP Deskphones contain a password protection mechanism
to lock out access to the Local Tools menu including the Network Configuration menu. If
enabled, access to the Local Tools menu is password protected and the password is prompted by
a pop up window. One must type the password from the dial pad and press the center of the
navigation cluster (enter key) to enter the Network Configuration menu. The default password is
26567*738 (color*set), but this password can be changed by the system administrator.

When an incorrect password is entered, the Local Tools menu is not opened.

To thwart password guessing, only 3 incorrect password entries in a row are allowed. After the
3" incorrect entry, the password entry is ignored for 5 minutes. During this period of time, the
password prompt is displayed and the entered digits accepted; however, the phone will not
process the incoming digits. The password prompt window simply closes and the behavior is
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identical to that of an incorrect password entry. The user will assume the incorrect password has
been entered and try again. Thus even if the correct password is guessed during the 5 minute
period, it will be ignored. This effectively reduces the guess entry rate to 3 guesses every 5
minutes.

Once the password has been entered, access to the Local Tools menu remains active for 5
minutes. During the 5 minutes, the menu can be freely navigated, exited and entered without
being prompted again for the password. When the 5 minutes expires, the menu is closed. The
password must be reentered to access the Local Tools menu.
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3.3 1200 Series IP Deskphone

3.3.1 Feature Comparison

Avaya 1200 Series IP Deskphone
Feature IP Phone IP Phone IP Phone
1210 1220 1230
3x24 5x25 9x25
Display Size / Type | characters characters characters
LCD LCD LCD
Feature Keys
(Excluding Enter + 14 22 28
NAV)
# of Lines 1 4+ Van_es 6+ Vangs
wi/config wi/config
Headset Jack 1 1 1
Handsfree Yes Yes Yes
802.3af PoE Class Class 2 Class 2 Class 2
Two Port Switch Yes Yes Yes
Gigabit Ethernet No No No
USB Ports 0 0 0
Support for
Expansion Module No Yeng_g)D & Yeng_g)D &
Attachment
Bluetooth Headset No No No
XAS (Application
Gateway) Support No No No
EAP (802.1x) Yes Yes Yes
802.1AB Yes Yes Yes

Table 3: Avaya IP Phone Sets 1 1200 series
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3.3.2 Access the Configuration Menu

To access the configuration menu, power cycle the IP Phone 12x0 and when the Avaya logo

appears in the middle of the display, immediately press the four feature keys at the bottom of the

di splay in sequence from left to right. I f prompted f
the following keys in sequence: 2, 6, 5, 6, 7, *, 7, 3, 8, Down. Use the Navigation Keys scroll

down/up to select configuration options.

Function Keys

Navigation Keys
Services key

Figure 9: 1200 Series IP Deskphone Setup

You can also configure the 1200 Series IP Deskphone by pressing the Services key twice and
select option 3 Network Configuration.
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3.3.3 Configuration Menu on IP Phone 12xx Series and IP Phone 1110

The single-line based configuration menu structure below presents the complete configuration
menu available with UNIStim 4.2 software (062xC7M) on the 1110 and 1200 Series IP
Deskphones. For other releases of software, please refer to the associated Product Bulletin or
ReadMe File.

EAP[0-N,1-M, 2-P, 3-T]:0
if Alo or A20 or N30
ID1:[]
also if f106 or fn20
ID2:[]
Password: [******]
LLDP Enable?[0-N,1-Y]:0
DHCP? [0-N,1-Y]:1
i f oo
Set [P XXX.XXX.XXX.XXX
Netmsk: XXX.XXX.XXX.XXX
Def GW: XXX.XXX.XXX. XXX

DNS1 IP: XXX.XXX.XXX.XXX
DNS2 IP: XXX.XXX.XXX.XXX

CA Server:
Domain Name:
Hostname:
S1 IP: XXX.XXX.XXX.XXX
S1 Port:
S1 Action:
S1 Retry Count:
S2 IP: XXX.XXX.XXX. XXX
S2 Port:
S2 Action:
S2 Retry Count:
Speed[0-A,1-10,2-100]:0
i f Ailo or fh20
Duplex[0-A,1-F,2-H]:0
Cfg XAS? [0-N, 1-Y]:1
i f ilo
XAS IP: XXX XXX.XXX. XXX
Voice 802.1Q[0-N,1-Y]:1

if Alo
Voice VLAN?[0-N,1-Y]:0
if Alo

VLAN Cfg ?0-Auto,1-Man :1
This VLAN Cfg menu is only presented if DHCP i s provi si oned to fiYO0O above

Enabled is provisioned to AY0O above.
if Alo
VLANID :

VLAN Filter?[0-N,1-Y] :0
Ctrl pBits[0-7,8-Au] :8
Media pBits[0-7,8-Au] :8
Avaya QOS? [0-N,1-Y]:0
DSCP Ovride [0-N,1-Y]:0 This DSCP Override menuitemisonl y pr es entEnda klise fidc L DP
enabled above and neither the AControl DSCPO or fdMedi

CTRL DSCP [0-63]: xx
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Media DSCP [0-63]: xx
PC Port ? [0-Off,1-On] :1
if fAlo
Speed[0-A,1-10,2-100]:0
if Alo or fA20
Duplex[0-A,1-F,2-H]:0
Data 802.1Q[0-N,1-Y]:1
if Alo
VLAN ID :
Data pBits[0-7,8-Au] :8
PCUntagAll? [0-N,1-Y]:1
Stickiness? [0-N,1-Y]:1
Cached IP? [0-N,1-Y]:0Thi s Cached | P menu item is only presented i f |
GARP Ignore?[0-N,1-Y]:0
SRTP PSK? [0-N, 1-Y]:0
PayID[0-96,1-115,2-120]0
Prov: xxx.XxX.XXX.XXX
Prov Zone ID:
End of Menu

The 1110, 1210, 1220 and 1230 IP Deskphones contain a password protection mechanism to
lock out access to the Local Tools menu including the Network Configuration menu. If enabled,
access to the Local Tools menu is password protected and the password is prompted by a pop
up window. One must type the password from the dial pad and press the center of the navigation
cluster (enter key) to enter the Network Configuration menu. The default password is 26567*738
(color*set), but this password can be changed by the system administrator.

When an incorrect password is entered, the Local Tools menu is not opened.

To thwart password guessing, only 3 incorrect password entries in a row are allowed. After the
3" incorrect entry, the password entry is ignored for 5 minutes. During this period of time, the
password prompt is displayed and the entered digits accepted; however, the phone will not
process the incoming digits. The password prompt window simply closes and the behavior is
identical to that of an incorrect password entry. The user will assume the incorrect password has
been entered and try again. Thus even if the correct password is guessed during the 5 minute
period, it will be ignored. This effectively reduces the guess entry rate to 3 guesses every 5
minutes.

Once the password has been entered, access to the Local Tools menu remains active for 5
minutes. During the 5 minutes, the menu can be freely navigated, exited and entered without
being prompted again for the password. When the 5 minutes expires, the menu is closed. The
password must be reentered to access the Local Tools menu.
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3.4 Restore to Factory Defaults (applies to 1100-Series,
1200-Series, and 2007 IP Deskphones)

The UNIStim software release 3.0 for IP Deskphones introduced the ability to restore an IP
Deskphone to a fifactory defaulto configuration. Thi
Deskphone from one location to another, when starting to use an IP Deskphone with unknown

history, or to reset to a known baseline configuration.

With UNIStim software release 3.0, and greater, the following keypad sequence is used to
reset all provisioning parameters to a Afactory def

CIFI7IBI6]BICIMAC]H[#]

Where MAC corresponds to the MAC address of the IP Deskphone which can be found on a
label on the back of the IP Deskphone.

Since a MAC address can contain the letters A through F, the letters A, B and C can be
entered via the [2] key on the dialpad, and letters D, E and F can be entered via the [3] key.

For example, an IP Deskphone with MAC address 00:19:E1:E2:17:12 would be reset to
Afactory defaulto when the sequence **7363900193132

Please note that the keypad sequence will only be accepted by the phone after the IP Deskphone
has finished its boot-up procedure.
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3.5 1600 Series IP Deskphones

3.5.1 Feature Comparison

Avaya 1600 Series IP Deskphone
Feature 1603-1 IP 1603SW-I IP 1608-1 IP 1616-1 IP
Deskphone Deskphone Deskphone Deskphone
Display Size / Tvoe 128x25 Pixel | 128x25 Pixel | 181x40 Pixel | 181x56 Pixel
play P Mono LCD | MonoLCD | MonoLCD | Mono LCD
# of Lines 3 3 8 16
Headset Jack 0 0 1 1
Handsfree Listen only Listen only Yes Yes
802.3af PoE Class Class 2 Class 2 Class 2 Class 2
Two Port Switch No Yes Yes Yes
Gigabit Ethernet No No No No
USB Ports 0 0 0 0
Support for
Expansion Module No No No Yes
Attachment
Bluetooth Headset No No No No
WML Support No No No No
EAP (802.1x) Yes Yes Yes Yes
802.1AB No No No No

Use pursuant to the terms of your signed agreement or Avaya policy.

Table 4: Avaya IP Phone Sets i 1600 series
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3.6 9600 Series IP Deskphones

3.6.1 Feature Comparison

avaya.com

Avaya 9600 Series IP Deskphone (1 of 2)
Feature 9608 IP 9611G IP 9620L IP 9620C IP 9621G IP 9630G IP
Deskphone | Deskphone | Deskphone | Deskphone Deskphone Deskphone
Display Size /| 181420 | 320240 | LU aa0aso | WOGTINES | SUED
T Pixels Color | Pixels Color Pixels Color
ype LCD LCD Grayscale LCD Touchscreen Grayscale
LCD LCD LCD
# of Lines 8 8 1 1 11 6
Headset Jack 1 1 1 1 1 1
Handsfree Yes Yes Yes Yes Yes Yes
802 3af Pok Class 1 Class 1 Class 1 Class 2 Class 2 Class 2
Class
Two Port Switch Yes Yes Yes Yes Yes Yes
Gigabit Ethernet No Yes No No Yes Yes
USB Ports 0 1 0 1 0 1
Support for
Expansion No Yes No No Yes Yes
Module
Attachment
Bluetooth No No No No No No
Headset
WML Support Yes Yes Yes Yes Yes Yes
EAP (802.1x) Yes Yes Yes Yes Yes Yes
LLDP (802.1AB) Yes Yes Yes Yes Yes Yes
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Avaya 9600 Series IP Deskphone (2 of 2)

Use pursuant to the terms of your signed agreement or Avaya policy.

Feature 9640 IP 9640G IP 9641G IP 9650 IP 9650C IP 9670G IP
Deskphone | Deskphone | Deskphone Deskphone Deskphone Deskphone
320%240 320%240 480x272 320x240 320%240 640x480 Pixels
Display Size / Type Pixels Color | Pixels Color Pixels Color Pixels Pixels Color Color
LCD LCD Touchscreen Grayscale LCD Touchscreen
LCD LCD LCD
# of Lines 6 6 11 11 11 11
Headset Jack 1 1 1 1 1 1
Handsfree Yes Yes Yes Yes Yes Yes
802.3af PoE Class Class 2 Class 2 Class 2 Class 2 Class 2 Class 2
Two Port Switch Yes Yes Yes Yes Yes Yes
Gigabit Ethernet No Yes Yes No No Yes
USB Ports 1 1 1 1 1 1
Support for
Expansion Module Yes Yes Yes Yes Yes Yes
Attachment
Bluetooth Headset No No No No No Yes
WML Support Yes Yes Yes Yes Yes Yes
EAP (802.1x) Yes Yes Yes Yes Yes Yes
LLDP (802.1AB) Yes Yes Yes Yes Yes Yes
Table 5: Avaya IP Phone Sets i 9600 series
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4. Automatic Provisioning: Plug and Play IP
Telephony

IP Phone provisioning has evolved over the years and Avaya now offers several methods that
can be used independently or together to automatically provision an Avaya IP Phone. Although
the manual provision of an IP Phone is still available and overrides any automatic provision
mechanism, IP client provisioning provides an alternative mechanism to easily set the various IP
Phone settings. The end result is IP Phone provisioning removes the need for a trained
technician to walk desk-to-desk configuring IP Phones.

The following is a summary of the various IP Phone provisioning mechanisms:
1 DHCP & TFTP/HTTP/HTTPS

Provides configuration information to IP phone
Configuration options for call server, VLAN, etc.
VLAN auto discovery via DHCP site specific option
DHCP options

o0 Auto Provisioning via tftp/http/https

O O Oo0Oo

I 802.1AB - Station and Media Access Control Connectivity Discovery

0 Uses Link Layer Discovery Protocol (LLDP)

o Exchanges capabilities/information of connected devices
o0 Builds topology of connected devices

o0 Can be used for configuration of network devices

1 Auto Detect Auto Config (ADAC)

Avaya Ethernet Switch feature

Discovers IP phones connected to it

Automatically configures Voice VLAN and QoS

Auto detection of IP phone can be accomplished in one of two methods
A MAC address of IP phone
A 802.1ab LLDP-MED

0 Can be used with 802.1x EAP

T QoS

0 can be provided automatically using Avaya Automatic QoS, ADAC, or using
LLDP

O O0Oo0oo

Avaya Inc. T Proprietary & Confidential. 115
Use pursuant to the terms of your signed agreement or Avaya policy.



AVAYA

4.1 Auto Provisioning on Avaya IP Deskphones (1100-
Series, 1200-Series, 2000-Series)

Multiple modes of configuration exist for provisioning an Avaya IP Deskphone (1100-Series,
1200-Series, 2000-Series). A hierarchy must be employed for configuration information. The
hierarchy, as shown below, will aid in resolution in the case of any conflict due to parameter
settings from multiple sources.

1 Manual Configuration

Provision Server - device specific
Provision Server i zone specific
Provision Server i model/type specific
Provision Server i system specific
LLDP

DHCP (Nortel-i2004-B)

DHCP (Nortel-i2004-A)

UNIStim(for some specific device / network parameters only)

=A =4 =4 -4 A4 -4 -4 -4 -4

Last value received
1 Factory default

More details on each of these mechanisms is provided in the following sections.

4.1.1 Provisioning Server i Using TFTP/HTTP/HTTPS

If a provision server is deployed, the IP phone receives the provision server address via DHCP

Option 66, the prov parameter via DHCP (Nortel-i2004-B) extended option, or via manual

configuration on the phone itself. An IP phone can be configured via a combination of different

files from a provisioning server. For example, you may only have a system.prv file which includes

a generic configuration and then have an 1140E.prv to enable Bluetooth. When the phone sees

the server addr ess btp://OYURL tp rkenfoivkse dt owi ct chn nfie ¢ t to an |
retrieve the files using HTTP as apposed to TFTP. Auto provisioning is supported on the IP

Phone 2007, the IP Phone 1100 series, and the IP Phone 1200 series.

A summary of each type of provision file is as follows:
1 System level file SYSTEM.PRV
0 System specific provisioning information

o Afiled parameter indicates which other files |
TFTP i line below indicates phone type (t), device (d) and zone (z) files should
all be pulled via TFTP file=tdz;

1 Model level file TTTT.PRV
o Phone type specific provisioning information

o Forexamplei to turn on/off Bluetooth on all 1140E sets
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o TTTT replaced by phone model, e.g. 1140e.prv
o 1110,1120E,1140E,1150E,2007,1210,1220,1230 as valid options
1 Zone level file ZzzZZ.PRV

0 Zone specific provisioning information, where ZZZ77 is the one to eight character

Zone ID
o Zone | D can be set manually, via DHCP or via I
SYSTEM.PRV

1 Device level file XXXXXXXXXXXXXXXX.PRV

o Device specific provisioning information, wher e
device, i.e. 001365FEF$D4.prv

Please refer to Appendix A for a list of all the various parameters that can be provisioned.

With the delivery of UNIStim firmware release 3.0 or higher, the IP Phones will now accept a list

of Node and TN values associated to a particular MAC address. The Node and TN value is

assigned to an appropriate phone by the phone recognizing its own MAC address within the list of

Node and TN values. If the phone 6 s MAC address is found in more tha
across the different .PRV files, the association that the phone ultimately accepts will be the one in

the highest priority file. The precedence order of the .PRYV files from highest priority to lowest is

device, zone, type then system. The Node and TN provisioning string has the following format:

1 reg=MACaddr, CallServerType, ConnectServer, NodelD, TN

o0 MACaddr: delimiters in the MAC address can be dashes, colons, spaces, or any
combination thereof.

o0 CallServerType: Currently the implementation only support the CS 1000, thus the
only supported CallServerType is CS1K

0 ConnectServer: Only values S1 and S1S2 are supported at this time
0 NodelD: The Node ID can be any number from 0 -9999.

o0 TN: The same format is used for the Terminal Number as would be entered via the
TN prompt on the phoneds display during registr
Large systeS8CTNUOAGLLLLL SS CC UUOo
Small systdadoTNMr MCC UUO

The following is an example of a valid Node and TN provision string that could be
included in any .PRYV file:

reg=00:24:00:0D:8D:CD,CS1K,S1S2,600,096-0-0-01
An example of using hierarchal provision files using system, zone, and type provisioning files is
as per the following:

system.prv
# Sy stem level provisioning file
# Applies to all phones

file=zt; # read <zone>.prv and <type>.prv
zone=headqrtr; # Zone id
unid=Main - tower; # Unique network identification
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menulock=p;
va=y;

vep=3;

vmp=4;

vlanf=y;

pc=y;

pcs=a;

pcd=a;

dg=y;

lidp=y;

pk1= ffffffffFeeef;
pk2= ffffffffffeeef;
stickiness=y;
cachedip=n;
igarp=n;

srtp=n;

eap=pe ap;
eapid1=DEV1024;
eapid2=TOW2234;
eappwd=D3c6V5;
cdiff=13;

mdiff=12;

prov =47.11.232.115;
dns=47.11.20.20;
dns2=47.11.20.21;
ct=20;

br=18;

blt=1;

dim=y;

hd=w;

bold=y

headqrtr.prv

# Zone level provisioning file

avaya.com

# Menu lock mode

# Enable 802.1Q for voice

# 802.1Q control p bit for voice
# 802.1Q media p bit for voice

# Enable VLAN filter

# Enable PC port

# PC port speed

# PC port duplex

# Enable 802.1Q for PC port

# Enable 802.1ab (LLDP)

# force pkl to ff SMC will update
# force pkl to ff SMC will update
# Enable stickiness

# Enable cached IP

# Ignore GARP

# Enable PSK SRTP

# Enable 802.1x (EAP)

# 802.1x (EAP) device ID 1

# 802.1X (EAP) device ID 2

# 802.1x (EAP) password

# DiffServ code point for control
# DiffServ code point for media
# Provisioning server IP address
# Primary DNS server IP address
# Secondary DNS server IP address
# Contrast value

# Brightness value

# Backlight timer

# Enable dim

# Headset type

# Enable font display in bold

# Applies to all phones within the headquarters zone

slip=47.11.62.20;
p1=4100;

al=1;

r1=10;
S2ip=47.11.62.21,;
p2=4100;

az2=1;

r2=10;
Xip=47.11.62.147,;
xp=5000;

Xa=g,

1140E.prv

# Primary server IP address

# Primary server port number
# Primary server action code

# Primary server retry count

# Secondary server IP address

# Secondary server port number

# Secondary server action code

# Secondary server retry count
# XAS server IP address

# XAS server port number

# XAS server action code

# Type level provisioning file specific to IP Phone 1140E
# Applies to all IP Phone 1140E within the network
bt=y; # E nable Bluetooth
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41.2 LLDP
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Avaya 1100/1200/2000 Series IP Deskphones support IEEE 802.1AB Link Layer Discovery
Protocol (LLDP). For more information on LLDP, please refer to section 4.4. An 1100/1200/2000
Series IP Deskphone initiates LLDP after receiving an LLDPDU message from an appropriate

system.

Once initiated, the 1100/1200/2000 Series IP Deskphones send an LLDPDU every 30 seconds
with the following content.

Category TLV Name (Type) TLV Info String (Value)
Basic Mandatory Chassis ID IPv4 Address of IP Deskphone
Basic Mandatory Port ID MAC address of the IP Deskphone

Basic Mandatory

Time-To-Live

180 seconds.

Basic Optional Port Description AAvaya | P Phonebo

Basic Optional System Description AAvaya I P Tel ephg
number plus firmware version

Basic Optional System Capabilities Bit 2 (Bridge) is set and

Bit 5 (Telephone) is set.

Basic Optional

VLAN Name

If the voice or data VLAN s
configured, the Deskphone will
transmit respectively one or two
VLAN Name TLVs. The VLAN name
field will be sett o fAdat ao
accordingly.

Basic Optional

Protocol Identity

Three TLVs are transmitted:

1 One for STP:
Protocol identity = the first 8
bytes of an STP PDU starting
with the Ethertype field.

1 One for 802.1x:
Protocol identity= Ox888E 1 the
802.1x Ethertype

1 One for LLDP:
Protocol identity= 0x88CC i the
LLDP Ethertype

Basic Optional

Maximum Frame Size

1552

IEEE 802.3 | MAC / PHY | Reports autonegotiation status and

Organization Specific | Configuration/Status speed of the uplink port.

TIA LLDP MED LLDP-MED Capabilities Media Endpoint Discovery i Class llI
i IP Telephone

TIA LLDP MED Extended Power-via-MDI Maximum power usage of the IP
Deskphone plus all modules and
adjuncts powered by the IP
Deskphone in tenths of a watt.

TIA LLDP MED Network Policy Tagging Yes/No, VLAN ID for voice,
L2 Priority, DSCP Value

TIA LLDP MED Inventory i Firmware Revision Software version being used
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Category TLV Name (Type) TLV Info String (Value)

TIA LLDP MED Inventory i Manufacturer Name | Avaya-xy were Xy is a 2-digit
manufacturer code

TIA LLDP MED Inventory i Model Name String containing the IP Deskphone

model name.

Basic Mandatory

End-of-LLDPDU

Not applicable

On receipt of a LLDPDU message, the Avaya IP Deskphone 1600/9600 Series IP Deskphone will
act on the TLV elements as described below.

TLV Name

Impact

IEEE 802.1 VLAN Name

program the phone

Use the received VLAN ID, L2 Priority and DSCP values to

MED Network Policy

Use the received VLAN ID, L2 Priority and DSCP values to
program the phone. Has priority over any VLAN Name TLV.

MAC / PHY
Configuration/Status

received one,

In case of a discrepancy in the settings of duplex mode, the
Telephone does the following:
1 If duplex mode is in auto, force duplex mode to the

91 If duplex mode is in full, i.e., manually configured, send the
ADupl ex mi

smatcho el arm to

Location Identification

Stored in the IP Deskphone for subsequent forwarding.
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4.1.3 DHCP

The IP Phones can use DHCP to receive VLAN, network configuration parameters, and specific
Connect Server parameters allowing for automatic configuration. All Avaya IP Phones use the
text string Nortel-i2004-A or Nortel-i2004-B for provisioning Avaya network and Connect Server
information and the string VLAN-A for provisioning 802.1Q VLAN information. The ASCII string is
send inside the Class Identifier option of the IP Phone DHCP messages. The following table list
the various IP Phone network configuration parameters requested by the IP Phone in the
Parameter Request List option (Option Code 55) in the DHCPDISCOVERY and DHCPREQUEST

messages

Parameters requested by IP Phone (Option Code 55) DHCP server

response: Option
Code

Subnet mask i the client IP subnet mask 1

Router/gateway(s) & the client default gateway IP address (not 3

required in DHCPOFFER in IP Phone Firmware 1.25 and later for

compatibility with Novell DHCP server)

DNS Server IP 6

DNS domain 15

Lease time 0 implementation varies according to DHCP server 51

Renewal time & implementation varies according to DHCP server 58

Rebinding interval 8 implementation varies according to DHCP server 59

TFTP Server Name 66

IP Line site-specific or vendor-specific encapsulated or site options. 43,128, 131, 144,
157, 188, 191, 205,
219, 223, 224, 227,
230, 232, 235, 238,
241, 244, 247, 249,

251, and 254

RFC 3942 states that DHCP site-specific options 128 to 223 are hereby reclassified as publicly

defined options. The IP Phone supports 9 vender specific options in this range and continues to

do so for backward compatibility. However, as suggested in RFC 3942, the use of these

options is discouraged to avoid potential future collisions.

Table 6: DHCP Response Codes

If auto provisioning for the Voice VLAN is enabled, the Voice VLAN ID is received from the DHCP

VLAN-A option string typically from a DHCP response received from the DHCP server in the Data

VLAN. Whereas, the Nortel-i2004-A and Nortel-i2004-B sections would typically contain DHCP

response received from the DHCP server in Voice VLAN. If the VLAN-A option is also provided

by the DHCP server in the Voice VLAN, the VLAN-A sectioninAa DHCP | nf or mati ondo wi |l
updated. The Site Specific Option #191 pertains to the VLAN ID information that the IP Phone set

will require for the voice VLAN. Note that the string always begins with VLAN-A wher e O0AO6 refer
to the revision of the Avaya DHCP/VLAN specification

VLAN-A:VVVV.

Where: i V L AN = Option #191 begins with this string for all Nortel IP phone sets
fivvvyvo = The VLAN ID in Decimal
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For example, enter the following in DHCP option 191 typically in the Data VLAN DHCP scope
to inform an IP Phone to use VLAN 99 as the voice VLAN. There must be a colon (%)
separating the Hardware Revision from the VLAN ID. The string must also end in a period (.)

1 VLAN-A:99.

In firmware loads prior to UNIStim firmware release 2.2 for the IP Phone 2007, IP Phone 1110, IP

Phone 1120E, IP Phone 1140E and IP Phone 1150E and prior to UNIStim firmware release 2.3

for the Phase Il IP Phone 2001, 2002 and 2004 the IP Phones could obtain only limited
provisioning parameters via Nortel specific DHCP text string Nortel-i2004-A via DHCP option 128.

The format of the String for Option #128 is as shown below. Note that the string always begins

with Nortel-i2004-Awher e O0Ad refers to the revision of the
IP Address must be separated from the port number by a colon (). The parameters for the

Primary (S1) and the Secondary (S2) Call Servers are separated by a semicolon (;). The string

must end a period (.).

Nortel-i2004-Aiii.iii.iii.iii:ppppp,aaa,rrr;iii.iii.iii.iii:ppppp,aaa,rrr.
Where
i N o ri20024A 0 = Option #128 begins with this string for all Nortel IP
phone sets
Ai i i .0 i1 .11 #thellR Address of the Call Server (S1 or S2)
Appppp?o = port number for the Call Server
flaaadod = the Action for the Server
Arrro = the Retry Count for the Server

For example, enter the following via DHCP Option 128 to configure a Nortel IP Phone to use
Call Server S1 IP address of 10.30.30.20, Call Server S2 IP address of 10.30.31.20, S1 and
S2 port number of 4100, S1 and S2 action of 1, and S1 and S2 retry of 5:

Nortel-i2004-A,10.30.30.20:4100,1,5:10.30.31.20:4100,1,5.

With the introduction of the UNIStim firmware release 2.2 and greater for the IP Phone 2007, IP
Phone 1110, IP Phone 1120E, IP Phone 1140E and IP Phone 1150E, and UNIStim firmware
release 2.3 and greater for the Phase Il IP Phone 2001, 2002 and 2004, a new Nortel specific
option type was -i2004-B d).u c € H-200HNBIspeciéiceoption type expands
the number of parameters that can be provisioned to include all those previously provisioned in
the existing option type of Nortel-i2004-A, plus more. The existing option type of Nortel-i2004-A
will continue to be supported for backward compatibility. In fact, the new firmware will accept both
option types, although it is recommended to either remain with the existing option type or move to
the new option type, but not both. In the event that the IP Phone receives both option types,
values provisioned with the new option type of Nortel-i2004-B will have a higher priority than
values provisioned with the old option type Nortel-i2004-A. Please refer to Appendix A for a list of
all the various parameters that can be provisioned.

In the case of Expanded DHCP Options the DHCP private options 128, 131, 144, 157, 188, 191,
205, 219, 223, 224, 227, 230, 232, 235, 238, 241, 244, 247, 251 or 254 can be used i so there is
wider choice than in the case of Default DHCP Options. Another change with Expanded DHCP
Options is that multiple options can be used to pass information i this is necessary as the
theoretical maximum size otherwise exceeds what is allowed for any one DHCP option.

In the case of Expanded DHCP Options and multiple options being used, if information is
repeated in a later option then it will take precedence over what came in an earlier option.

The priority rules are:
T ANOF2M@BO optionds pri or it yi2004sA oh iogherontdhsan t he
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Al
1 The option with lower DHCP option number has higher priority than the option with higher
DHCP option number.

1 Inthe same DHCP option, the rear sub-string has higher priority than the front sub-string.

Setup of the DHCP server is very similar to what is done for the Default DHCP Options. The
Predefined Options still need to be defined initially and then enabled for the scope, using the
choice of private options as noted above.

The main change comes in defining the string for the Call Server information in the case of
Expanded DHCP Options, as the format is different. The Default DHCP Options uses the string
Nortel-i2004-A at the start of the DHCP option string; the Expanded DHCP Options uses the
string Nortel-i2004-B instead. The screenshot below shows the DHCP server with two private
options (#224 and #227) configured for the Expanded DHCP Options, in addition to the private
earlier option (#128) for the Default DHCP Options.

Scope Options

Option Mame Yendar Yalue
ﬁDDS Router Standard 47,166,931
ﬁﬂﬁﬁ Boot Server Hosk Mame Standard 47.166,93,200
@ 125 Call Server Information Standard Mortel-iz004-4,47 166,93, 10:4100,1,5;47.166,93,10:4100,1,5.
@224 Mortel-iz004-B Standard Morkel-i2004-8,51ip=47.166.93, 10;pl=4100;a1=1;r1=10;;ldp=v; pc=n;srtp=y;
@22?“ Mortel-iz004-B Standard Mortel-i2004-8, cachedip=y;igarp=y,
@ 006 DMS Servers Standard 47, 166.93.200
@ 044 WINS/MENS Servers Standard 47, 166,93, 200

The format of the Expanded DHCP option is obviously different to the earlier mode of operation; it
is easier to understand as it consists of
followed by a semi colon.

Note that the string -#R04By swhegendsBwi rbf éNortel

Nortel DHCP/VLAN specification.

Vendor specific DHCP optionsd prioritie9.

ar

a

Nortel-i2004-B, par am=val ue; param=value; param=val ue;

Where
fi N o fi20024B o = the selected private option(s) for Expanded DHCP Options
begins with this string for 1100 series (C4l upwards) or 1200
series IP sets
Apar amod = a defined string representing one of the values that can be set
via Expanded DHCP Options
Aval ueod = a valid value for the corresponding parameter

All parameters are separated by a semicolon (;). The string must end a semi colon (;).

As noted earlier, there can be multiple Nortel-i2004-B strings in order to pass the full range of
parameters possible, which in theory could exceed (at 310 bytes) the maximum length allowed for
any one DHCP option (255 bytes).

An example of the new Nortel-i2004-B Expanded DHCP Options is as follows.
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Option 224

Nortel-i2004-B,s1=10.10.10.5;p1=4100;a1=1;r1=10;52=10.10.10.10;p2=4100;a2=1;r2=10;
menulock=p;pc=n;

Option 227
Nortel-i2004-B,cachedip=n;igarp=y;srtp=n;

There is no change in the operation of the Voice VLAN Auto Discovery process as part of
Extended DHCP Options. That coeMmd i mpteisont ot yupsee at sh ewistahm
DHCP Options.

4.2 Auto Provisioning on Avaya IP Deskphones (1600-
Series, 9600-Series)

Multiple modes of configuration now exist for provisioning an Avaya IP Deskphone (1600-Series,
9600 Series). A hierarchy must be employed for configuration information. The hierarchy, as
shown below, will aid in resolution in the case of any conflict due to parameter settings from
multiple sources.

1 LLDP
1 Manual Configuration

1 DHCP

1 HTTP/HTTPS script file
1 Avaya Media Server

1 Backup files

Settings the IP telephone receives from backup files or the media server overwrite any previous
settings, including manual settings. The only exception to this sequence is in the case of VLAN
IDs. In the case of VLAN IDs, LLDP settings of VLAN IDs are the absolute authority. Then the
usual sequence applies through HTTP/HTTPS.

42.1 LLDP

Release 1.2 9600 Series IP Deskphones and Release 1.1 1600 Series IP Deskphones support
IEEE 802.1AB Link Layer Discovery Protocol (LLDP). For more information on LLDP, please refer
to section 4.4. A 1600/9600 Series IP Deskphone initiates LLDP after receiving an LLDPDU
message from an appropriate system.

Once initiated, the 1600/9600 Series IP Deskphones send an LLDPDU every 30 seconds with the
following content.

Category TLV Name (Type) TLV Info String (Value)
Basic Mandatory Chassis ID IPv4 Address of IP Deskphone
Basic Mandatory Port ID MAC address of the IP Deskphone
Basic Mandatory Time-To-Live 120 seconds.
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Category

TLV Name (Type)

TLV Info String (Value)

Basic Optional

System Name

The Host Name sent to the DHCP
server in DHCP Option 12

Basic Optional

System Capabilities

Bit 2 (Bridge) is set if the IP
Deskphone has an internal Ethernet
switch.

Bit 5 (Telephone) will be set in the
System Capabilities. If Bit 5 is set in
the Enabled Capabilities than the IP
Deskphone is registered.

Basic Optional

Management Address

Mgmt IPv4  Address of IP
Deskphone. Interface number
subtype = 3 (system port). Interface
number = 1. OID = SNMP MIB-II

sysObjectID of the IP Deskphone.

IEEE 802.3 | MAC / PHY | Reports autonegotiation status and

Organization Specific | Configuration/Status speed of the uplink port.

TIA LLDP MED LLDP-MED Capabilities Media Endpoint Discovery i Class Il
1 IP Telephone

TIA LLDP MED Extended Power-via-MDI Power Value = 0 if the IP Deskphone
is not currently powered via POE,
elese the maximum power usage of
the IP Deskphone plus all modules
and adjuncts powered by the IP
Deskphone in tenths of a watt.

TIA LLDP MED Network Policy Tagging Yes/No, VLAN ID for voice,
L2 Priority, DSCP Value

TIA LLDP MED Inventory i Hardware Revision | MODEL i Full Model Name

TIA LLDP MED Inventory i Firmware Revision | BOOTNAME

TIA LLDP MED Inventory i Software Revision APPNAME

TIA LLDP MED Inventory i Serial Number IP Deskphone serial number

TIA LLDP MED Inventory i Manufacturer Name | Avaya

TIA LLDP MED Inventory i Model Name MODEL with the final Dxxx
characters removed.

Avaya Proprietary PoE Conservation Level | Provides Power Conservation

Support abilities/settings, Typical and

Maximum Power values

OUIl = 00-40-0D (hex), Subtype =1

Avaya Proprietary

Call Server IP Address

Call Server IP Address Subtype =3

Avaya Proprietary

IP Phone Addresses

Phone IP Address, Phone Address
Mask, Gateway IP Address Subtype
=4

Avaya Proprietary

CNA Server IP Address

CNA Server IP Address = in-use
value from CNASRVR Subtype = 5

Avaya Proprietary

File Server

File Server IP Address Subtype = 6

Avaya Proprietary

802.1Q Framing

802.1Q Framing = 1 if tagging or 2 if
not Subtype =7

Basic Mandatory

End-of-LLDPDU

Not applicable
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On receipt of a LLDPDU message, the Avaya IP Deskphone 1600/9600 Series IP Deskphone will
act on the TLV elements as described below.

System TLV Name Impact

Paramater Name

PHY2VLAN IEEE 802.1 Port VLAN ID | System value changed to the Port VLAN
identifier in the TLV

L2QVLAN and | IEEE 802.1 VLAN Name The system value is changed to the TLV

L2Q VLAN ldentifier. L2Q will be setto 1 (ON).

VLAN Name TLV is only effective if:
1 The telephone is not registered with
the Call Server.
1 Name begins with VOICE (case does
not matter).
1 The VLAN is not zero.
9 DHCP Client is activated.
1 The telephone is registered but is not
tagginglayer 2 frames with a non-
zero VLAN ID.
If VLAN Name causes the telephone to
change VLAN and the telephone already has
an IP Address the telephone will release the
IP Address and reset.
If the TLV VLAN ID matches the VLAN ID the
telephone is using, the VLAN ID is marked as
set by LLDP. Otherwise, if already registered,
the telephone waits until there are no active
calls, releases its IP Address, turns on
tagging with the TLV VLAN ID, sets L2Q to
"on," changes the default L2Q to "on," and
resets. If there is no valid IP Address, the
telephone immediately starts tagging
with the new VLAN ID without resetting.

L2Q, L2QVLAN,
L2QAUD,
L2QSIG,
DSCPAUD,
DSCPSIG

MED Network Policy TLV

L2Q-set to A206 (off) |
set to O0; set to fAlo
L2QVLAN - set to the VLAN ID in the TLV.
L2QAUD and L2QSIG - set to the Layer 2
Priority value in the TLV.
DSCPAUD and DSCPSIG - set to the DSCP
value in the TLV.
A check is made as to whether a reset is
necessary to obtain a new IP address due to
a change in the values of the parameters
L2Q or L2QVLAN.
This TLV is ignored if:
M theval ue of
value
T of I PADD is not AO0.
9 the Application Type is not 1 (Voice), or
9 the Unknown Policy Flag (U) is set to 1.

USE_DHCH
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System TLV Name Impact
Paramater Name
MCIPADD Proprietary Call Server MCIPADD will be set to this value if it has not
TLV already been set.
NOT USED WITH SIP IP DESKPHONE.
TLSSRVR and Proprietary File Server TLSSRVR and HTTPSRVR will be set to this
HTTPSRVR TLV value if neither of them have already been
set.
L2Q Proprietary 802.1 Q The default L2Q is set to the value of this
Framing TLV. No change is made to the current L2

tagging, but the new default value is used on
the next reboot. If TLV = 1, L2Q set to "1"
(On). If TLV = 2, L2Q set to "2" (Off). If TLV =
3, L2Q set to "0" (Auto).

Proprietary 1 PoE This proprietary TLV can initiate a power
Conservation TLV conservation mode. The telephones that
support this will turn on/off the telephone
backlight and the backlight of an attached
Button Module in response to this TLV.
Exception: the 9670G display backlight

is put into low-power mode rather than being
turned off.

Extended Power-via-MDI Power conservation mode will be enabled if
the received binary Power Source value is
10, and power conservation mode will be
disabled if the received binary Power Source
value is not 10. Power conservation mode is
enabled even if the telephone is not powered
over Ethernet because the telephone sends
information about the power source that it is
using in a TIA LLDP MED Extended
Power-Via-MDI TLV; it is assumed that the
power management system intends to
conserve local power as well.

4.2.2 DHCP

Dynamic Host Configuration Protocol (DHCP) minimizes maintenance for a 1600/9600 Series IP
Deskphone network by removing the need to individually assign and maintain IP addresses and
other parameters for each IP Deskphone on the network.

The DHCP server provides the following information to the 1600/9600 Series IP Deskphones:
IP address of the 1600/9600 Series IP Telephone(s)

IP address of the Gatekeeper board on the Avaya Media Server

IP address of the HTTP or HTTPS server

The subnet mask

=A =4 =4 4 =4

IP address of the router
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1 DNS Server IP address

Administer the LAN so each IP Deskphone can access a DHCP server that contains the
IPaddresses and subnet mask.

Parameters requested by IP Phone (Option Code 55) DHCP server
response: Option
Code
Subnet mak
Gateway (router) IP Address(es) 3

If using more than one address, the total list can contain up to 255 total
ASCII characters. You must separate IP addresses with commas with
no intervening spaces.

DNS Server(s) address list 6
If using more than one address, the total list can contain up to 127 total
ASCII characters. You must separate IP addresses with with no
intervening spaces. At least one address in Option 6 must be a valid,
non-zero, dotted decimal address.

Host name 12
Value is AVohhhhhh, where:o0i s AAO0 i f the OID
the MAC addressfor the telephone is 00-04-0 D . AEO i f -00-h
6E, ALO i f-6@-h@, &Odnd f %0 0i0Of t he OI D
where hhhhhh are ASCII characters for the hexadecimal representation
of the last three octets of the MAC address for the IP Deskphone.

DNS domain name 15
Lease time & implementation varies according to DHCP server 51
Overload option (if desired). If this option is received in a message, the 52

IP Deskphone interprets the sname and file fields in accordance with
IETF RFC 2132.

Renewal time 8 implementation varies according to DHCP server 58
If not received or this value is greater than that for Option 51, the
default value of T1 (renewal timer) is used.

Rebinding interval 8 implementation varies according to DHCP server 59
If not received or this value is greater than that for Option 51, the
default value of T2 (rebinding timer) is used.

Vendor Class identifier 60
The default valuéd.is fAccp.avaya.d
Vendor-specific encapsulated or site options. 242

Refer to Appendix B-E for DHCP Configurable Paramaters.
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4.2.3 Provisioning Server i Using HTTP or HTTPS

Avaya 1600/9600 IP Deskphones can retrieve application software, script file, and settings file

from an HTTP/HTTPS server. The addresses of the HTTP/HTTPS server must be provided to the

IP Deskphone in DHCP Option 242 or via LLDP or manually configured. Avaya 1600/9600 IP

Deskphones wil Isertetgunegsst. tax tfi04 6xi Xl e nmaamtdinspeurrente t hat fil e
version of this file on http://www.avaya.com/support with all available paramaters. An example file

is shown in Appendix E.

4.2.4 SNMP

The 1600/9600 Series IP Deskphones are fully compatible with SNMPv2c and with Structure of
Management Information Version 2 (SMIv2). The Avaya custom MIB for the 1600/9600 Series IP
Deskphones is available in *.txt format on the Avay support web site at
http://www.avaya.com/support.

Avaya Inc. T Proprietary & Confidential. 129
Use pursuant to the terms of your signed agreement or Avaya policy.


http://www.avaya.com/support
http://www.avaya.com/support

AVAYA

4.3 Auto Detection and Auto Configuration (ADAC) of
Avaya IP Phones

ADAC can be used to automatically discover an IP Phone set either via MAC addresses or LLDP.
In addition, ADAC can be used with 802.1AB LLDP-MED to inform an IP Phone with the Voice
VLAN ID and QoS values

ADAC detection by MAC address works by checking the MAC address of the IP phone

I against a MAC address range pre-configured on the switch. With the availability of
ADAC detection by LLDP, Avaya no longer recommends the use of ADAC detection by
MAC.

4.3.1 ADAC Operating Modes

ADAC can also be configured to automatically assign a port to a voice VLAN. The voice VLAN is
an independent VLAN leaning (IVL) port-based VLAN that can be applied to either tagged or
untagged ports with the following modes of operation:

1 Untagged Basic Mode
o0 No VLAN auto configuration will be applied
ADAC Call Server or Uplink Port is not used
The customer can create and configure the VLAN independently

The IP Phone must be configured to send untagged frames

O O O o

QoS configuration is applied

0 Auto-Configuration is applied only when a Avaya IP Phone is detected on a port
1 Untagged Advanced Mode

0 Voice VLAN is created

o Call server port (if any)

Membership = add to Voice-VLAN

Tagging = UntaggedAll

PVID = Voice-VLAN

Up to 8 call server ports are now supported starting with release 5.4 for
the ERS 4500 and 6.2 for the ERS 5000

> v > >

0 Uplink port (if any):

Membership = add to Voice-VLAN

Tagging = UntaggedAll

PVID = no change

Up to 8 uplink ports are now supported starting with release 5.4 for the
ERS 4500 and 6.2 for the ERS 5000

0 Telephony port
A Membership = remove from all other VLANSs and add to Voice VLAN

> > > >
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O O O o o

A Tagging = UntaggedAll
A PVID = Voice-VLAN

Port and PVID are assigned to Voice VLAN when phone is detected.

The IP Phone must be configured to send untagged frames

QoS configuration is applied

Auto-Configuration is applied only when a Avaya IP Phone is detected on a port

When ADAC is disabled, the port is placed back into the previously configured
VLAN

1 Tagged Frames

(o]

(0]

(0]

IP Phone are pre-configured to send tagged traffic
Voice VLAN is configured
Telephony port:

A Membership = add to Voice-VLAN

A Tagging = UntaggedPVIDOnly

A PVID = unchanged or changed to DefaultVLAN (1) if equals Voice-
VLAN

Call Server port (if any):

A" Membership = add to Voice-VLAN
A Tagging = UntaggedAll
A PVID = Voice-VLAN

Uplink port (if any):

A Membership = add to Voice-VLAN
A Tagging = TaggedAll
A PVID = no change

I Tagged mode

(o]

Voice traffic is tagged from the IP phone must be configured with the VLAN ID of
the Voice VLAN

QoS configuration is applied
Auto-Configuration is applied only when a Avaya IP Phone is detected on a port
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o0 Initial User Settings

When configuring ADAC, you must set the ADAC operation mode using one of the three
operation modes mentioned above according to if the IP Phones are configured to send tagged or
untagged frames. If you select either Untagged Advanced or Tagged mode, you must also supply
the voice VLAN ID and at least one of the following:

91 Call Server port, if it is connected directly to the switch
1 Uplink port, if used

o If you select Uplink port, this will enable tagging on the specified uplink port with
a VLAN ID of the voice VLAN.

4.3.2 QoS Settings

Overall, ADAC QoS configuration will be applied to:
9 traffic coming from the IP Phones
1 traffic coming from the Call Server port
9 traffic coming from the Uplink port

Auto QoS and 802.1AB MED Interopability

9 Starting with release 5.4 for the ERS 4500 and 6.2 for the ERS 5000, the LLDP-MED
network policy will be automatically be altered to match the Automatic QoS value if
Automatic QoS is enabled

1 Previously, when you enabled Automatic QoS, the LLDP-MED values where defined by
the network policy

ADAC Port Restrictions
The following applies to the Call Server, Uplink, and Telephony ports:
The Call Server port must not be:
1 part of atrunk (MLT, LAG)
1 a Monitor Port in port mirroring
1 aTelephony port
1 the Uplink port
The Uplink port must not be:
1 a Monitor Port in port mirroring
1 a Telephony port
1 the Call Server port
The Telephony port must not be:
1 part of atrunk (MLT, LAG)
91 a Monitor Port in port mirroring

1 an IGMP static router port
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1 the Call Server port
1 the Uplink port

To support Auto Configuration on an Avaya IP Phone, an ADAC port must be

configured as untagPvidOnly with a default PVID belonging to the data VLAN even

I though ADAC is configured with operation mode of Tagged. This will allow support for
an IP Phone with Auto Configuration and a data device on the same port. The data
device will be put in an untagged data VLAN and the IP Phone will be put into a different
tagged voice VLAN.

I For ADAC MAC Detection to work, you must disable unregistered frames on the
ERS2500, ERS4500, and ERS5000 series.
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4.3.3 ADAC Configuration

ADAC can be configured by either using CLI (CLI or PPCLI on ERS8300), using EDM (Enterprise
Device Manager), or by using Java Device Manager (JDM).

4.3.3.1 ADAC Global Settings
CLI

Via the privileged configuration terminal mode, the following command is used to enable ADAC:

Use the following command to view the various ADAC options:

ERS Stackable (config)# adac ?

Paramet ers:
call -server -port  Setcall server port

enable Enable ADAC

op- mode Set ADAC operation mode
traps Enable ADAC notifications
uplink - port Set uplink port

voice -vlan Set Voice - VLAN

Sub- Commands/Grou ps:

mac- range - table Add new supported MAC address range

Use the following command to disable ADAC:

ERS Stackable (config)# no adac enable

EDM
Go to Configuration -> Edit -> ADAC

AVAyA ENTERPRISE DEVICE MANAGER

ERS5000 - 5698-1 « % Device Physical View || G=] Switch Summary fi=] 802.1%/EAP f=) Port 1/67 */|| =) ADAC 1*
4 7 Configuration ADAC || ADAC MAC Ranges | ADAC Ports
(] Administration
- [ ]Device v “Z Refresh @) Help
4yt [7] AdminEnable
= Unit
[CJChassis OperEnable: false
=] Bridge OperatingMode: ; ~ -
=IFile System @ untaggedFramesBasic () untaggedFramesAdvanced () taggedFrames
=]apac [¥] NotificationControlEnable
[» [_)Diagnostics
=] SNTPiClack Woicevlan: g 0..4094
[_1Snmp Server T
CallServerPortList:
[ Security B
(L) Graph UplinkPortList:
- [_]Power Management G

CIVLAN

[ i . = -

j Ipviommg MacAddrRangeControl: | @) none ) clearTable ©) defaultTable ‘ (for ADAC MAC Ranges table)

[1Gos
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Where:
ltem Description
call-server-port Sets Call Server port. Depending on the switch and software version
used, up to 8 call-server ports are supported.
enable Enables ADAC on the switch.
op-mode Sets the ADAC operation mode to one of the
following:
1 untagged-frames-basic: IP Phones send untagged frames and the
Voice VLAN is not created
1 untagged-frames-advanced: IP Phones send untagged frames and
the Voice VLAN is created
1 tagged-frames: IP Phones send tagged frames
traps Enables ADAC trap notifications.
uplink-port Sets the Uplink port(s). Depending on the switch and software version
used, up to 8 uplinks are supported.
voice-vlan Sets the Voice VLAN ID. The assigned VLAN ID must not previously
exist.
mac-range-table Sets a new MAC addresses range used by ADAC to auto detect IP
Phone sets. NOTE: this option is only available for the ERS5500 series.

4.3.3.2 ADAC Interface settings
CLI

ERS-Stackable: Use the following command to view the various ADAC options:

ERS Stackable (config)# interface fastEthernet all
(config -ify# adac?

Parameters:
enable Enable auto - detection on ports
port Port number(s) for which to change settings
tagged - frames - pvid Set the PVID to be configured for telephony ports in

Tagged Frames operating mode
tagged - frames - tagging Settheta  gging to be configured for telephony ports
in Tagged Frames operating mode
Sub- Commands/Groups:
detection Enable detection mechanisms on ports

ERS-Stackable: Use the following command to view the various ADAC detection options:

ERS Stackable (config)# interface fastEthernet all
ERS Stackable (config -if)j# adac detection ?

Parameters:
lldp Enable 802.1ab - based detection on ports
mac  Enable MAC - based detection on ports
port Port number(s) for which to change settings
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EDM
Go to Device Physical View -> right-click port(s) and select Edit -> ADAC

% Device Physical View || E=] Port 1/11 '*
Interface VLAN STG EAPOL EAPOL Advance PoE LACP VLACP MNSH& Rate Limit ADAC ST
v “% Refresh @) Help

(] AdminEnable

OpetEnable: false

ConfigStatus: confighotapplied

TaggedFramesPyid: g 0..4094 (0=no change of Pvid)

TaggedFramesTagaing: | - tagall

() tagPvidOnly @ untagPvidOnly ) noChange

AdacPortType: other

— Auto-detection mechanisms

(V| MacDetectionEnable

V| LidpDetectionEnable

Where:
Item Description
enable Enables ADAC on the port or ports listed.

port <portlist>

Ports to which to apply the ADAC configuration.

tagged-frames-pvid
<1-4094> | no-change

Sets Tagged-Frames PVID on the port or ports
listed.

Use no-change to keep the current setting.

tagged-frames-tagging
tagAll | tagPvidOnly |
untagPvidOnly | no-change

Sets Tagged-Frames Tagging to
1 tagAll
1 tagPvidOnly
1 untagPvidOnly

Use no-change to keep the current setting.

ADAC Dectection variable

Specifies the ADAC detection method for either MAC or
LLDP. The default setting is MAC.
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4.3.3.3 ADAC Support on Avaya Products

avaya.com

Model Software ADAC
Release Detection LLDP- Voice VLAN Tagging
MAC LLDP MED Untag Tag only Untag default
only VLAN and tag
Voice VLAN
ERS2500 4.1 5" 5 F a a
42 ES F F F a a
ERS4500 5.1 5" 5 a a a
5.2 ES F F F a a
ERS5500 5.0 5" a F a
5.1 ES F F F a a
ERS 5600 6.0 ES F F F a a

'Requires filter unregistered frames to be disabled
Table 7: ADAC Support on Avaya Switches
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4.4 Link Layer Discovery Protocol (IEEE 802.1AB)

IEEE 802.1AB LLDP is a Layer 2 neighbor discovery protocol. It defines a standard method for
Ethernet network devices such as switches, routers and IP Phones to advertise information about
themselves to other nodes on the network and store the information they discover.

LLDP was formally ratified as IEEE standard 802.1AB-2005 in May 2005.
LLDP defines
1 aset of common advertisement messages,
1 a protocol for transmitting the advertisements and
1 amethod for storing the information contained in received advertisements.

The LLDP lets network management systems accurately discover and model physical network
topologies. As LLDP devices transmit and receive advertisements, the devices will store
information they discover about their neighbors. Details such as device configuration, device
capabilities and device identification can be advertised using this protocol.

LLDP can be used as a useful management tool i particularly for heterogeneous networks i by
providing accurate network mapping, inventory data and network troubleshooting information.
LLDP enables Ethernet network devices to inform each other about their configurations. A miss-
configuration can be easily detected and with suitable configuration management can be rectified.

Presently today, IP Phones do not have any SNMP or SONMP agent. Providing LLDP support in
the phone, allows the phones to exchange information between the phone and the L2/L3 data
switch to which it is attached. This allows the phone and the switch to exchange capabilities and
for a network administrator to have a more complete view of the network infrastructure. LLDP
exchange between the IP Phone and the data switch allows for the following:

VLAN assignment

QoS assignment
Duplex mismatch errors
Topology Recognition
Inventory Management

Basis for €911 location services i Nortel working group

=A =4 =4 4 -4 -4 -4

Proprietary TLV 1 802.1AB is flexible enough to define additional TLVs
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4.4.1 Protocol Behavior

DA SA LLDP | TLVinformationstring
Ethertvne 8-39 octets
01-80-C2- MAC 88-CC LLDPDU FCS
00-00-0E address
6 octets 6 octets 2 octets 1500 octets 4 octets
LLDPDU
TLV type TLV information TLV information string
=127 string length
7 bits 9 hits 0 O n O 511 o
<4—— TLV header —»

Figure 10: IEEE 802.3 LLDP frame format

LLDPPDUSs are transmitted with a multicast destination address specially identified for LLDPDU.
The LLDP-Multicast address is 01-80-C2-00-00-OE. An LLDPDU is identified based on the
Ethertype (Hexadecimal 88-CC) value carried in the MAC header. The neighboring devices do
not acknowledge LLDP information received from a device.

LLDP information is transmitted periodically and stored for a finite period. IEEE has defined a
recommended transmission rate of 30 seconds, but the transmission rate is adjustable. LLDP
devices, after receiving an LLDP message from a neighboring network device, will store the LLDP
information in a Management Information Base (MIB). LLDP information is stored in the MIB and
is valid for a period of time defined by the LLDP Time to Live (TTL).

An LLDP agent can operate in any of the following three modes:

1. Transmit-only mode: The agent can only transmit the information about the capabilities
and the current status of the local system.

2. Receive-only mode: The agent can only receive information about the capabilities and
the current status of the remote systems.

3. Transmit and receive mode: The agent can transmit the local system capabilities and
status information and receive remote systembs ca

The TIA extensions require a device claiming conformity with this protocol to implement both
transmits and receive mode.
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TLV Type TLV TLV Name Usage in LLPDU
Sub Type
0 End of LLDPDU Mandatory
1 Chassis ID Mandatory
2 Port ID Mandatory
3 Time to Live Mandatory
4 Port Description Mandatory
5 System Name Optional
6 System Description Optional
7 System Capabilities Optional
8 Management Address Optional
9-126 Reserved for future utilization NA
127 Organizational specific TLVX Optional
Table 8: TLV Type Values
4.4.2 Mandatory TLVs
Chassis ID Port ID Time To Optional é Optional End of
TLV TLV Live TLV TLV TLV LLDPDU TLV
M M M

The following mandatory TLVs shall be included at the beginning of each LLDPDU and shall be in

the following order

1. ChassisIDTLV-1 dent i f i

es the

802

Figure 11: LLDPDU Frame Format

LAN devicebs

2. PortID TLV - Identifies the port from which the LLDPDU is transmitted,
3. Time-to-Live TLV - Indicates how long the received data is valid,
4

End-of-LLDPDU TLYV - Indicates the end of TLVs in the LLDPDU and shall be the last
TLV in the LLDPDU

Optional TLVs as selected by network management may be inserted in any order.

4.4.3 Optional TLVs

The optional TLVs provide various details about the LLDP agent advertising them. The LLDP
agent can advertise one or more of these TLVs in addition to the mandatory TLVs. The optional
TLVs defined as part of LLDP are grouped into two sets: Basic Management and Organizationally
Specific extensions. Currently the latter set includes three subsets: IEEE 802.1 extensions, |IEEE

802.3 extensions, and TIA Media Endpoint Discovery extensions.
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4.4.4 Basic Management TLVs

This set includes the following five TLVs:

1. Portdescription TLV:

Provides a description of the port in an alpha-numeric format.

2. System name TLV:
Provides the
3. System description TLV:

systembs

angnetic jommatd

avaya.com

name in an

Provides a description of the network entity in an alpha-numeric format.

4. System capabilities TLV:

Indicates the primary function(s) of the device such as Repeater, Bridge, WLAN AP,

Router, or Telephone.
5. Management address TLV:

Indicates the addresses of the local LLDP agent. Other remote managers can use this
address to obtain information related to the local device.

4.4.5 |EEE Organization Specific TLV
TLV type TLV information organizationally organizationally organizationally defined
=127 string length unique identifier (OUI) defined subtype information string
7 bits 9 bits 3 octets 1 octets 0 O n O
<—— TLV header > | < TLV information string >
4 - 511 octets

Figure 12: Organizationally Specific TLV Format

This TLV category is provided to allow different organizations, such as IEEE 802.1, IEEE 802.3,
IETF, as well as individual software and equipment vendors, to define TLVs that advertise
information to remote entities attached to the same media.

oul TLV SubType TLV Name Usage in
LLDPDU
00-80-C2 1 Port VLAN ID Mandatory
00-80-C2 2 Port & Protocol VLAN ID Mandatory
802.1 00-80-C2 3 VLAN Name Mandatory
00-80-C2 4 Protocol Identity Mandatory
00-80-C2 0, 5-255 Reserved -
00-12-0F 1 MAC/PHY configuration/status Mandatory
00-12-0F 2 Power via MDI Mandatory
802.3 00-12-0F 3 Link Aggregation Mandatory
00-12-0F 4 Maximum Frame Size Mandatory
00-12-0F 0, 5-255 Reserved -
Table 9: Organizational TLV
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IEEE 802.1 Organizational Specific TLV Set

This group includes the following four TLVS:

1.

Port VLANID TLV:

The PVID that will be associated with an untagged or priority tagged data frame received
on the VLAN port.

PPVLAN ID TLV:

The PPVID that will be associated with an untagged or priority tagged data frame
received on the VLAN port.

VLAN name TLV:

The assigned name of any VLAN at the device. The number of VLAN name TLVs in an
LLDPDU corresponds to the number of VLANSs enabled at the port.

Protocol identity TLV:

The set of protocols that is accessible

IEEE 802.3 Organizational Specific TLV Set

This set includes the following four TLVs:

1.

MAC/PHY configuration/status TLV:

Duplex and bit rate capability and the current duplex and bit rate settings of the sending
device. It also indicates whether the current settings are due to auto-negotiation or due to
manual configuration.

Power via media dependent interface (MDI) TLV:

The power support capabilities of the LAN device.

Link aggregation TLV:

Indicates whether the link (associated with the port on which the LLDPDU is transmitted)
can be aggregated

Maximum frame size TLV: The maximum frame size capability of the devices MAC and
PHY implementation.
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446 TIALLDP-MED Extensions

TLV LLDP-MED TIA OUI LLDP-MED LLDP-MED LLDP-MED
Type =127 Capabilities 00-12-BB Capabilities Capabilities Device Type
String Length =7 Sub=type =1
7 bits 9 bits 3 1 2 1
TLV > |« MED > < LLDP-Med
Header Header Capabilities

Figure 13: LLDP-MED TLV Format

oul TLV TLV Name NCD ED ED ED
SubType I Il Il
1 LLDP-MED Capabilities M M M M
2 Network Policy C 6] M M
3 Location Identification C ®)
4 Extended Power-via-MDI C C C C
5 Inventory i Hardware Revision
6 Inventory i Firmware Revision Optional TLV Set
00-12-BB 7 Inventory i Software Revision
8 Inventory i Serial Number Recommended when device
9 Inventory i Manufacturer Name does not support SNMP
10 Inventory i Model Name
11 Inventory i Asset ID
12-255 Reserved

Table 10: LLDP MED TLV

The Telecommunications Industry Association (TIA) has developed an extension to LLDP for
VoIP networks. VolP-related extensions to LLDP, known as LLDP - Media Endpoint Discovery
(LLDP-MED) enable media devices to transmit and receive media related information.

In addition to expanding the LLDP TLVs, LLDP-MED requires certain optional LLDP TLVs to be
transmitted as mandatory information by media endpoints. Currently the TIA has defined the
following TLVs:

1. Capabilities Discovery TLV:
Indicates which MED capabilities are supported,
2. Network Policy Discovery TLV:
Advertises the VLAN configuration and QoS attributes,
3. Location Identification Discovery TLV:
Advertises location information,
4, Extended Power-via MDI Discovery TLV:
Advertises power requirements,
5. Inventory Management Discovery TLVs:
Provide HW/firmware/SW revision, serial number, manufacturer/model name, and
asset ID.
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4.4.7 LLDP Support on Avaya Switches

Switch 802.1AB core ORGANIZATIONAL LLDP-MED
(mandatory TLVs (802.1 and 802.3) TLVs
TLVs)

ES 325/425 V 3.6 - -

ES 470 V3.7 - -

ERS 2500 V4.1 V4.2 V4.2

ERS 4500 V5.1 V5.1 V5.2

ERS 5500 V5.0" V 5.0 V5.0"

ERS 5600 V 6.0 V 6.0 V 6.0

ERS 8300 v2.3.1 v3.0"° vV 3.0

" Supported on a port configured with both a untagged data VLAN and tagged voice VLAN

2The ERS55xx can send two LLDP VLAN Name packets, one for a Data VLAN and another for a Voice

VLAN. To do so, you must name the Data VLAN as fddatao and
is not case-sensitive. The LLDP VLAN Name packet will contain the VLAN name and VLAN ID.

% The ERS8300 only sends one LLDP VLAN Name packet. If a Voice VLAN is either not configured or not

named Avoiced, the ERS8300 will send one LLDP VLAN Name pa
The LLDP VLAN Name packet will <cont ai wisetifyemnamaame fidataodo and
VLAN as fivoicedo, the ERS8300 will only send one LLDP VLAN

fivoiceo and the VLAN | D.

* The ERS8300 supports LLDP-MED network policy as of release 4.2.3.0. For more details, please refer to
the 4.2.3.0 release notes.

Table 11: LLDP Support on Avaya Switches
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4.4.8 LLDP Configuration on Avaya IP Phone Sets and Switches
The IP Phone sets can be set up for LLDP Vlan Name or LLDP-MED Network Policy but not both.
4.49 LLDP VLAN Name

TLV type TLV information 802.1 OUI 802.1 VLAN ID | VLAN name VLAN
=127 string length 00-80-C2 subtype = 3 (VID) length name
7 bits 9 bits 3 octets 1 octets 2 octets 1 octets 1-32
<«—— TLV header > | < TLV information string ~——0 —»p
8-39 octets

Figure 14: Organizational TLV SubType 3 TLV Frame Format
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4.49.1 LLDP VLAN configuration on a Avaya Ethernet Switch
4491.1 LLDP Interface level configuration

The following is an example of configuring LLDP on an Avaya Stackable Ethernet switch.

ERS-Stackable Step 1 i To enable LLDP on an Avaya Stackable Ethernet switch, please
enter the following commands assuming that ports 3 to 11 are used for both voice and
data using data VLAN 1000 and voice VLAN 800

ERS Stackable (config)# interface fastEthernet 3 -11

ERS Stackable (config -if)j# Illdptx ~-tlv |ocal - mgmt addr port -descsys -capsys -desc
Sys - name

ERS Stackable (config -if)# Ildp status txAndRx config - notification
ERS Stackable (config -if)# Illdptx -tlv port 12 dotl port -vlan -idvlan -name
800,1000
EDM
Goto Configuration ->Edit - > Diagnostics ->802.1A B -> LLDP -> Port
AVAYA ENTERPRISE DEVICE MANAGER
ERS5000 - 5698-1 « Q Device Physical View || =] LLDP */|| G=] Port dot1
4 i Configuration Globals || Port || TxStats || RXStats || Local System || LocalPort || Local Management || Meighbor || Neighbor Mamt Address || Unknown TL
[_) Administration
[ 1Device w4 2 Refresh (i ExportData | @) Help
3 Edit] ‘ Multiple Port Configuration
=] Unit
[ Chassis — Make Selection
=] Bridge Switch/Stack/Ports:
[=]File System C]
B . o
4 =) Diagnostics AdminStatus NotificationEnable TLVsTxEnable WlanTxEnable(dot1) TLYsTxEnable(dot3)
(=] Port Mirrors
=] Topology
=] System Log <
417802148
=]LLoP
=]Port dott
=]Port dot3 Porthum  AdminStatus  NofificationEnable TLYsTxEnable WlanTxEnable(dot1) TLYsTxEnable(dot3)
=]Port MED fro———— i 1o -
=] SNTPiClock 17 txandRx false false l
) Snmp Server 118 txAndRx false false l
(O Security 19 txandRx false false ,
(] Graph 110 txandRx false false
[__]Power Management
JVLAN 1M1 txAndRx false false '
(1P Routing 112 txAndRx true portDesc,syshame, sysDesc sysCap true I

By default, the Avaya IP Phone set only uses the LLDP VLAN dotl tx-tlv VLAN Name

where the LLDP VLAN Name packet contains the VLAN name and VLAN ID. The Avaya

I P Phone set requires the Voice VLAN tothe

named fAdat aod. Th esensiiven&o setshe LLDR tx-ttv dosle/LAN name,

I the Avaya switch by default will send the VLAN name assigned to the actual VLAN.
Hence, we rename both VLANOSs.

ERS Stackable (config)# vlanname 1000 data

ERS Stac kable (config)# vlanname 800 voice
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4.49.2 Verifying Operations

The following commands are used to verify the organizational TLV for both the local (switch) and
remote (IP Phone) devices assuming we have an IP Phone 2004 phone set connected to port 4.

4.49.2.1 Verifylocal TLV

Step 11 Verify the local (switch) TLV by using the following command:

ERS Stackable #show lldp port 4 local - sys - data dotl dot3

Result:

lldp local - sys - data chassis

Chassisld: MAC address 80:17:7d:26:68:00

SysName: ERS - Sta ckable

SysCap: rB/rB (Supported/Enabled)

SysDescr: Core
Ethernet Routing Switch ERS Stackable HW:02 FW: 6.0.0.10 SW:v6.2.0.003 TLV

Dotl protocols: STP,EAP,LLDP

lldp local - sys - data port

Port: 4
PVID: 1000 PPVIDList  800,1000
VLAN Name List: 800, 1000 Protocolld List C ALL } 802.1

Dot3 - MAC/PHY Auto - neg: supported/enabled OperMAUtype: 100BaseTXFD
PSE MDI power: supported/enabled Port class: PSE
PSE power pair: signal/not controllable Power class: 0
LinkAggr: not aggregatable/not aggregated AggrPortlD: 0 802.3
MaxFrameSize: 9216
PMD auto - neg: 10Base(T, TFD), 100Base(TX, TXFD), (FdxS)Pause,
1000Base(TFD)

Sys capability: O - Other; R - Repeater; B - Bridge; W - WLAN accesspoint; r - Router;
T- Telephone; D - DOCSIS cable device; S - Station only.
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44922 Verify Remote TLV

avaya.com

Step 11 Verify the remote (IP phone) TLV by using the following command:

ERS Stack able (config)# show lldp port 4 neighbor dotl dot3

Use pursuant to the terms of your signed agreement or Avaya policy.

Result:
lldp neighbor
Port: 4 Index: 157 Time: 4 days, 22:56:16
Chassisld: Network address  ipV4 47.133.58.224 Core
Portld: MAC address 00:0a:e4:09:72:e7
SysCap: TB/TB (Supported/Enabled) TLC
PortDesc: Nor tel IP Phone
SysDescr: Nortel IP Telephone 2004, Firmware:C604DB1
PVID: 0 PPVID Supported: not supported(0) } 802.1
VLAN Name List: 800 PPVID Enabled: none
Dot3 - MAC/PHY Auto - neg: supported/enabled OperMAUtype: 100BaseTXFD
PSE MDI power: not supported/disabled Port class: PD
PSE power pair: signal/not controllable Power class: 1 802.3
LinkAggr: not aggregatable/not aggregated = AggrPortID: 0 ’
MaxFrameSize: 1522
PMD auto - neg: (FdxS, FdxB)Pause, 1000Base(XFD, T)
Sys capability: O - Other; R - Repeater; B - Bridge; W - WLAN accesspoint; r - Router;
T- Teleph one; D - DOCSIS cable device; S - Station only.
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4.49.3 LLDP VLAN configuration on the ERS8300

ERS8300 Step 1 T To enable LLDP on an ERS8300 switch, please enter the following
commands assuming that ports 31 is used for both voice and data using data VLAN 61
and voice VLAN 220

ERS8300:5# config ethernet 1/33 default -vlan -id 61

ERS8300:5# config ethernet 1/33 lldp tx - tiv local - mgmt- addr - tx enable

ERS8300:5# config ethernet 1/33 lldp tx -tlvsys - name enable

ERS8300:5# config ethernet 1/33 lldp tx -tlvsys - desc enable

ERS8300:5# config ethernet 1/33 lldp tx -tlvsys - cap enable

ERS8300:5# config ethernet 1/33 lldp tx -tlvport - desc enable

ERS8300:5# config ethernet 1/33 lldp tx - tiv dotl vlan - name enable

By default, the Avaya IP Phone set only uses the LLDP VLAN dotl tx-tlv VLAN Name
where the LLDP VLAN Name packet contains the VLAN name and VLAN ID. The Avaya
I P Phone set requires the Voice VLAN to

named fAdatao. T h e -sensi#tiveghowewer, ondhte ERS830@ you must
1 ether use the name fAvoiced or AVOICEo0. Al
I Name packet. To set the LLDP tx-tlv dotl VLAN name, the ERS8300 by default will

send the VLAN name assigned to the actua
1 ERS8300:5# confi gvlan 61 name data

ERS8300:5# config vlan 220 name voice
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4.49.4 Verifying Operations

The following commands are used to verify the organizational TLV for both the local (switch) and
remote (IP Phone) devices assuming we have an IP Phone 2004 phone set connected to port 4.

4.49.4.1 Verify neighbor TLV

Step 11 Verify the local (switch) core TLV by using the following command:

ERS8300B:5# show lldp neighbor 1/33

Result:

LLDP NEIGHBOR

PORT INDEX CHASSIS CHASSIS PORT PORT
NUM SUBTYPE ID SUBTYPE ID

PORT DESC S YS NAME SYS DESC

1/33 22 NetworkAddr 10.103.59.201 MAC 00:13:65:fe:fl:cb

Nortel IP Phone Nortel IP Telephon e 1120E, F
irmware:0624C22

Core
lldp Remote - sys - data Sys Capabilitities TLV

Repeater Bridge WLAN Router Telephone DOCICS Station Other
Access Pt Cable Only
(Supported/Enabled)

No/No Yes/Yes No/No No/No Yes/Yes No/No No/No No/No /

Step 21 Verify the neighbor 802.1 TLV by using the following command:

ERS8300B:5# show lldp neighbor - dotl

Result:

LLDP NEIGHBOR (Dot1)

PORT INDEX CHASSIS CHASSIS PORT PORT
NUM SUBTYPE ID SUBTYPE ID

PVID PPVID PPVID VlanName
Supported List Enabled List List

1/33 11 NetworkAddr 10.103.59.200 MAC 00:0a:€4:09:72:e7
0 0 0 220
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Step 3i Verify the neighor 802.3 TLV by using the following command:

ERS8300B:5# show lldp neighbor - dot3
Result:
LLDP NEIGHBOR (Dot3)
PORT INDEX CHASSIS CHASSIS PORT  PORT
NUM SUBTYPE ID SUBTYPE ID

1/3 3 11 NetworkAddr 10.103.59.200 MAC 00:0a:e4:09:72:e7

Dot3 - MAC/PHY Autoneg : Supported/Enabled
OperMAUtype : 100BaseTXFD
PMD auto - neg : 1000 - half
PSE MDI power :
Port Class
PSE pair control : Signal
Power Class :Class 1
Link Aggregation : Supported
Link Aggregation Port ID :0
MaxFrameSize 11522
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4.4.10 LLDP-MED (Media Endpoint Devices) Network Policy

TLV Network Policy MED OUI Network Policy Application Ul T X VLAN L2 DSCP
Type =127 String Length = 8 00-12-BB Subtype = 2 Type ID Priority Value
7 bits 9 bits 3 1 1 3 bits 12 3 bits 6 bits
LYV _p|e—— MED | Network Policy
Header Header 4 octets

Figure 15: LLDP-MED Network Policy TLV SubType 2 Frame Format

4.4.10.1 LLDP-MED configuration on an Avaya Stackable Ethernet Routing Switch

Depending on the switch model and software version used, ADAC may have to be enabled on
the switch to allow LLDP-MED. As of software release 5.1.4 for the ERS5500, software 6.1 for the
ERS5500 or ERS5600, or software release 5.4 for the ERS 4500, ADAC is no longer required in
order to enable LLDP-MED network policy.

For the ERS 2500 or older releases for the ERS 4500 or ERS 5000, in order to support LLDP-
MED Network Policy TLV, ADAC must be used in addition to enabling, at minimum, LLDP-MED
Capabilities TLV and LLDP-MED Network Policy TLV.

4.4.10.1.1 ADAC Configuration for LLDP-MED

Assuming the Ethernet Routing Switch is configured as a Layer 2 switch with a trunked uplink
port 1 and access ports 3 to 11 for IP phones where we wish to tag the ADAC voice VLAN and
untag the data VLAN, enter the following.

. Please note that by default, ADAC detection by MAC and LLDP is enabled. The
configuration below allows only for ADAC detection by LLDP by disabling ADAC
detection by MAC using interface command no adac detection port <port list> mac.

Step 1 i Enable ADAC

ERS Stackable( config)# adac voice -vlan 280

ERS Stackable( config)# adacuplink - portl

ERS Stackable (configi# adac op - mode tagged - frames

ERS Stackable (config}# adac enable

ERS Stackable (config)# interface FastEthernet ALL

ERS Stackable (config -if)# no adac detection port 3 - 11 mac

ERS Stackable (config -if)# adactagged -frames -tagging untag - pvid - only
ERS Stackable (config -if)j# adacport3 -11 enable

ERS Stackable (config -if)# exit
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4.4.10.1.2 LLDP-MED Configuration

After ADAC has been configured, enable LLDP-MED by entering the following commands.

Step 1 1 Enable ADAC and also set PoE priority level to high

ERS Stackable (config)# interface fastEthernet 3 -11
ERS Stackable (config -if)# poe poe - priority high
ERS Stackable (config -if)# Ildp status txAndRx

ERS Stackable (config -if)# lldptx - tlvlocal - mgmt addr port - desc sys -capsys -
desc sys - hame

ERS Stackable (c onfig -if)# lldptx - tlv med extendedPSE med - capabilities network -
policy

ERS Stackable (config -if)# exit

EDM

Goto Configuration ->Edit - > Diagnostics ->802.1AB ->Port

i We will also add LLDP-MED extendedPSE so that we can compare PoE settings
between the IP Phone set and the switch.
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4.4.10.2 Verifying Operations

Assuming an IP Phone 2004 IP Phone set is connected to port 4.
4.4.10.2.1 Verify LLDP-MED

avaya.com

Step 11 Verify LLDP-MED operation by using the following command:

ERS Stackable # show lidp port 4 neighbor med

Result:

lldp neighbor

Port: 4 Index: 4 Time: 0 days, 00:01:43
Chassisld: Network address  ipvV4 47.133.58.220
Portld: MAC address 00:0a:e4:09:72:e7
SysCap: TB/TB (Supported/Enabled)
PortDesc: Nortel IP Phone
SysDescr: Nortel IP Telephone 2004, F irmware:C604DB1

MED Capabilities: CNSD / CNDI (Supported/Current)

MED Device type: Endpoint Class 3

MED Application Type: Voice VLAN ID: 280

L2 Priority: 6 DSCP Value: 46 Tagged Vlan, Policy defined
Med Power Type: PD Device Power Source: Unknown

Power Priority: High Power Value: 5.4 Watt

Sys capability: O - Other; R - Repeater; B - Bridge; W - WLAN accessp oint;r - Router;

T- Telephone; D - DOCSIS cable device; S - Station only.
Med Capabilities - C: N - Network Policy; L - Location Identification; | - Inventory;
S- Extended Power via MDI - PSE; D - Extended Power via MDI - PD.

Core
TLC

~ MED
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4.4.10.2.2 Verify ADAC Detection

avaya.com

Step 11 Verify ADAC detection by using the following command assuming IP Phones are
connected to ports 4 and 5:

ERS Stackable #show adac interface 3 -11

Result:

0

4
5
6
7
8
9
1
11

Auto Oper  Auto

Port Type Detection State

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
T Enabled
T Enabled

A A=A

Enabled Not Applied
Enabled

Enabled

Enabled Not Applied
Enabled Not Applied
Enabled Not Applied
Enabled Not Applied
Enabled Not Applied
Enabled Not Applied

Configuration T -FPVID T -F Tagging
No Change Untag PVID Only
Applied No Change Untag PVID Only
Applied No Change Untag PVID Only

No Change Untag PVID Only
No Change Untag PVID Only
No Change Untag PV ID Only
No Change Untag PVID Only
No Change Untag PVID Only
No Change Untag PVID Only

Step 27 Verify ADAC detection mechanism enabled by issuing the following command:

10 Disabled Enabled
11 Disabled Enabled

ERS Stackable #show adac detection interface 3 -11
Result:
MAC LLDP
Port Detection Detection
3 Disabled Enabled
4 Disabled Enabled
5 Dis abled Enabled
6 Disabled Enabled
7 Disabled Enabled
8 Disabled Enabled
9 Disabled Enabled
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4.4.10.3 LLDP-MED configuration on Stackable Ethernet Routing Switch without ADAC

In software release 5.1.4 or higher for the ERS5500, software release 6.1 for the ERS5500 or
ERS5600, or software release 5.4 for the ERS 4500, you can use LLDP-MED network policy to
configure the voice VLAN, Layer 3 QoS level (DSCP value) and the Layer 2 QoS level (802.1p
value). The DSCP value is entered in decimal with a value from 0 to 63 while the p-bit value is
also entered in decimal with a value from 0 to 7.

The command syntax to enable the MED network policy is as follows at an interface level:

1 ERS-Stackable(config-if)#lldp med-network-policies voice dscp <0-63> priority <0-7>
tagging <tagged|untagged> vlan-id <1-4094>

The default MED policy values are: DSCP = 0, Priority = 0, Tagging Mode = untagged, VLAN-ID
=1

As of software release 5.4 for the ERS 4500 and 6.2 for the ERS 5000, Auto QoS and

LLDP-MED interoperates with each other. Auo QoS, when enabled, will now alter the

| LLDP-MED Network Policy to match the Auto QoS values. Previously, the LLDP MED
values where determined by the Network Policy - there was no interaction between Auto
QoS and LLDP-MED.

Assuming the Stackable Ethernet Routing switch switch is configured as a Layer 2 switch with
access ports 3 to 11 for IP phones, enter the following assuming you are using VLAN 805 for the
voice VLAN and you wish to use a DSCP value of 46 and a p-bit value of 6.

Step 117 Enable LLDP MED name on ports 3to 11, set the voice VLAN to VLAN 805, set the
DSCP value to decimal 46 and the p-bit value to 6.

ERS Stackable (config)# interface fastEthernet 3 -11

ERS Stac kable (config -if)j# Illdptx - tlvlocal - mgmt- addr port - desc sys -capsys -
desc sys - name

ERS Stackable (config -if)# Ildp status txandRx config - notification

ERS Stackable (config -ifj# lldptx - tlv med extendedPSE med - capabilities network -
policy

ERS Stackable (config -if)j# Illdp med - network - policies voice tagging tagged vlan -
id 805

ERS Stackable (config -if)j# Illdp med - network - policies voice dscp 46
ERS Stackable (config -if)j# Illdp med - network - policies voice priority 6
ERS Stackable (config -if)# exit

EDM

Goto Configuration ->Edit -> Diagnostics ->802.1AB -> LLDP -> Port

and then

Goto Configuration ->Edit - > Diagnostics ->802.1AB ->Port MED - > Insert
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AVAYA ENTERPRISE DEVICE MANAGER

ERS5000 - 5698-1 «|| | 48 Device Physical View
4 ) Configuration
i (L] Administration
- [ Device © Insert | @ D&l v A 2 Refresh | [ Export Data | @) Help
4 ) Edit
=1 Unit PortNum PolicyAppType Policy*laniD PolicyPriority PolicyDscp
@ chassis 1411 voice 305 &
=] Bridge
[Z]File System
=] aDac
4 ) Diagnostics
=] Port Mirrors
=] Topology
=] System Log
45802128
=]LLDP
=] Port dat1
=] Port dot3
=]Port MED

=] Switch Summary *'|| =) Port MED '*

Local Policy Local Location Local PoE PSE Meighbor Capabilities Meighbor Policy

PolicyTagged
46 true
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4.4.10.4 Verify Operations
Assuming an IP Phone 1230 IP Phone set is connected to port 5.
4.4.10.4.1 Verify LLDP-MED

Step 11 Verify LLDP neighbor details by using the following command:

ERS Stackable #show lldp port 5 neighbor detail

Result:

lldp neighbor

Port: 5 Index: 4 Time: 3 days, 19:18:15
Chassisld: Network address  IPv4 10.5.85.10
Portld: MAC address 00:24:00:0d:8d:aa
SysCap: TB/TB (Supported/Enabled)
PortDesc: Nortel IP Phone
SysDescr: Nortel IP Telephone 1230, Firmware:062AC6R

PVID: 0 PPVID Supported: not supported(0)

VLAN Name List: 805 PPVID Enabled: none

Dot3 - MAC/PHY Auto - neg: supported/enabled OperMAUtype: 100BaseTXFD

PSE MDI power: not supported/disabled Port class: PD

PSE power pair: signal/not controllable Power class: 2

LinkAggr: not aggregatable/not aggregated ~ AggrPortID 0
MaxFrameSize: 1522

PMD auto - neg: 10Base(T, TFD), 100Base(TX, TXFD)

MED Capabilities: CNLDI / CNDI (Supported/Current)
MED Device type: Endpoint Class 3

MED Application Type: Voice VLAN ID: 805
L2 Priority: 6 DSCP Value: 46 Tagged Vlan, Policy defined
Med- Power Type: PD Device Power Source: Unknown
Power Priority: High Power Value: 6.0 Watt
HWRev: FWRev: 062AC6R
SWRev: SerialNumber:
ManufName: Nortel - 05 ModelName: IP Phone 1230
AssetlD:
Sys capability: O - Other; R-Repeater; B - Bridge; W - WLAN accesspoint; r - Router;
T- Telephone; D - DOCSIS cable device; S - Station only.
Total neighbors: 1
Med Capabilities - C: N - Network Policy; L - Location Identification;
| - Inventory;
S- Extended Power via MDI - PSE; D - Extended Power via M DI - PD.
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Step 21 Verify LLDP-MED operations by using the following command:

ERS Stackable #show lidp port 5 neighbor med network - policy
Result:
lldp neighbor
Port: 5 Index: 4 Time: 3 days, 19:18:15
Chassisld: Network address  1Pv4 10.5.85.10
Portld: MAC address 00:24: 00:0d:8d:aa
SysCap: TB/TB (Supported/Enabled)
PortDesc: Nortel IP Phone
SysDescr: Nortel IP Telephone 1230 , Firmware:062AC6R
MED Application Type: Voice VLAN ID: 805
L2 Priority: 6 DSCP Value: 46 Tagged Vlan, Policy defined
Sys capability: O - Other; R - Repeater; B - Bridge; W - WLAN accesspoint; r - Router;
T- Telephone; D - DOCSIS cable device; S - Station onl y.

Total neighbors: 1

4.4.10.4.2 Verify LLDP-MED Policy Configuration

Step 17 Verify LLDP neighbor details by using the following command:

ERS Stackable # show lldp med - network - policies voice

Result:

lldp voice network - policies

Port Voice Tagging DSCP Priority

VlanID
3 805 tagged 46 6
4 805 tagged 46 6
5 805 tagged 46 6
6 805 tagged 46 6
7 805 tagged 46 6
8 805 tag ged 46 6
9 805 tagged 46 6
10 805 tagged 46 6
11 805 tagged 46 6
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4.4.10.5 LLDP-MED configuration on the ERS8300

In order to support LLDP-MED Network Policy TLV, ADAC must be enabled on an interface level
in addition to enabling at minimum LLDP-MED Capabilities TLV and LLDP-MED Network Policy
TLV.

Assuming the ERS8300 is configured as a Layer 2 switch with access ports 1/1 to 1/5 for IP
phones, enter the following:

4.410.5.1 Enable ADAC at interface level

ERS8300-1 Step 11 Enable ADAC on port members 1/1 to 1/5

PPCLI

ERS8300- 2:5# config ethernet 1/1 - 1/5 adac enable

CLI

ERS8310- 1:5 (config)# interface fastEthernet 1/1 -1/5

ERS8310- 1:5 (config -if)j# adac p ort enable
ERS8310- 1:5 (config -if)# exit
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4.4.10.5.2 Enable LLDP-MED

ERS8300-1 Step 17 Enable LLDP VLAN name on port 1/1 to 1/5

PPCLI

ERS8300- 2:5# config ethernet 1/1 - 1/5 lldp tx - tlv local - mgmt addr - tx enable
ERS8300- 2:5# config ethernet 1/1 - 1/5 lidp tx -tivsys - name enable

ERS8300- 2:5# config ethernet 1/1 - 1/5 lldp tx -tlvsys - desc enable

ERS8300- 2:5# config ethernet 1/1 - 1/5 lldp tx -tlvsys - cap enable

ERS8300- 2:5# config ethernet 1/1 - 1/5 lidp tx -tlvport - desc enable
ERS8300- 2:5# config ethernet 1/1 - 1/5 lldp tx -tlvmed  network - policy enable
ERS8300- 2:5# config ethernet 1/1 - 1/5 lidp tx - tiv med extendedPSE enable
ERS8300- 2:5# config ethernet 1/1 - 1/5 lldp tx - tlv med capabilities enable

CLI

ERS8310- 1:5 (config)# interface fastEthernet 1/1 -1/5

ERS8310- 1:5 (config -ifj# lldptx ~-tl vlocal -mgmt addr

ERS8310- 1:5 (config -if)j¥ Illdptx -tlvsys -namesys -descsys -cap
ERS8310- 1:5 (config -if)# lldptx -tlvport -desc

ERS8310- 1:5 (config -if)# Ildp status txAndRx

ERS8310- 1:5 (config -if)j¥ Illdptx - tlv med capabilities extendedPSE
ERS8310- 1:5 (config -if)# lldptx - tlv med network - policy
ERS8310- 1:5 (config -if)j# exit
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5. 802.3af Power over Ethernet

The intention of the 802.3af standard is to provide a 10BaseT, 100BaseT, or1000BaseT device
with a single interface for the data it requires and the power to process the data. Power is
supplied by a Power Sourcing Device (PSE) for one or more Powered Devices (PD). The PSE
main function is to only supply power for a PD after it has successfully detected a PD on a link by
probing. The PSE can also successfully detect a PD, but then opt to not supply power to the
detected PD. The PSE shall only supply power on the same pair as those used for detection.

The cable requirements are defined in ISO/IEC 11801-2000 and EIA/TIA 568A/B (T-568A or B,
with most using the A standard) which allows for up to 100 meters of cable.

Power Sourcing Devices (PSE) can deliver power on the data pairs (1+2, 3+6), spare pairs (4+5,
7+8), or either, but only on the pair that the Powered Device (PD) is detected on. Power is not to
be supplied to non-powered devices and other PSE 6 s .

T-568B T-568A
12345678 12345678
12345678
O/ 0 G/ B B/ G Br/ Br G/ G O/ B B/ O Br/ Br

Figure 16: PDand PSE8-pi n Modul ar Jack Pinoés

Conductor Alternative A Alternative A Alternative B
(MDI-X) (MDI) (Al

1 Negative Vpor Positive Vport
2 Negative Vpor Positive Vport
3 Positive Vport Negative Vpor
4 Positive Vpot
5 Positive Vpot
6 Positive Vport Negative Vpor
7 Negative Vpon
8 Negative Vpon

Table 12: PSE Pinout Alternative
In regards to the PD, it must fall into the following characteristics:

1 19k to 26.5k ohm DC resistance

1 <100nF of capacitance and

1 avoltage offset of at least 2VDC in the signature characteristics
1 acurrent of less than 12uA in the signature characteristics

Anything outside of the characteristics listed above will be considered a non-PD device and the
PSE will not supply power. Each port from a PSE should be capable of delivering up to 15.4W of
power. 802.3af also adds a class feature that allows the PSE to limit the power based on the
class of the PD detected. Table 13 shown below lists the 802.3af power classes.
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Class Usage Range of MAXIMUM power used by the PD
0 Default 0.44 to 12.95 Watts
1 Optional 0.44 to 3.84 Watts
2 Optional 3.84 to 6.49 Watts
3 Optional 6.49 to 12.95 Watts
4 Not Allowed Reserved for Future Use

5.1

Table 13: 802.3af PD Power Classification

IP Deskphone Power Requirements

Table 14 displays the average power consumed for each Avaya IP Phone set.

Model Product Code PoE Typical Minimum Software
Class | use Power
(Watts)

2007 All 3 9.6

1110 All 2 2.8

1120E NTYS03xA 1 NTYSO03xCE6 3 7.0

1120E NTYSO03xDEG6 3 4.6 UNISTIm 3.1/SIP 2.1
1120E NTYSO03XEE6, NTYS03XFE6 2 4.2 UNISTim 3.4/SIP 2.2
1140E NTYS05xA i NTYS05xCE6 3 7.3

1140E NTYS05xCES6 Rel 50 & higher 3 4.8 UNISTIm 3.1/SIP 2.1
1140E NTYSO5xXEE6, NTYSO5xXFE6 2 4.3 UNISTim 3.4/SIP 2.2
1150E NTYS06xxE6 3 7.0

1165E NTYSO07xxE6 2 3.8

1210 All 2 3.2

1220 All 2 3.2

1230 All 2 3.2

1603-I All 2 4.32

1603SW-I All 2 4.32

1608-I All 2 4.66

1616-I All 2 3.17

1616 w/BM32 | All 2 4.37

9608 All 1 2.0

9611G All 1 3.1

9620L All 1 2.2

9620C All 2 4.6

9621G All 2 3.5

9630G All 2 4.8

9640 All 2 4.5

9640G All 2 4.8

9641G All 2 34

9650 All 2 4.6

9650C All 2 4.5

9670G All 2 6.2

Table 14: IP Deskphone Power Requirements
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5.2 Avaya PoE Switches

Ethernet Routing Switch 8300

This chassis system provides both 10/100 and 10/100/1000 48 port I/O modules capable of PoE.
When utilizing PoE, make sure to engineer the power requirements of the chassis properly. The
amount of PoE per module is configurable up to 800 watts per module, along with the ability to
specify port priority for POE. The total POE power required will dictate the type of input power for
the chassis. The ERS 8300 provides different power options as indicated in Table 15.

easatesssisasasssastass
|sassssssssesssss ssssssss

| SeEoasit Sasesess saasesss:

L? Y —————

! l E.l

ERS 8300 Six Slot Chassis

ERS 8300 Ten Slot ChaSSIS

Power Supply Power Supply # of Power Redundancy PoE Available

Rating Supplies

110-120 VAC 1 No 400 watts

20 Amp 2 Yes 1+1 400 watts

8301AC 1140 watts 3 Yes 2+1 800 watts

200-240 VAC 1 No 800 watts

20 Amp 2 Yes 1+1 800 watts

1770 watts 3 Yes 2+1 1600 watts

100-120 VAC 1 No 200 watts

15 Amp 2 Yes 1+1 200 watts

8302AC 850 watts 3 Yes 2+1 400 watts

200-240 VAC 1 No 400 watts

15 Amp 2 Yes 1+1 400 watts

1400 watts 3 Yes 2+1 800 watts

Table 15: ERS 8300 Power over Ethernet Options
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Ethernet Routing Switch 5600

The PoE capable ERS 5600 series stackable switches are available in a 48-port and a 96-port
version. The ERS 5600 offers built-in, hot swappable redundant power supply options in both AC
and DC varieties. It is also capable of providing full 15.4watts per port on every port in the switch
along with full N+1 redundant power simultaneously. The available configurations for power
options are specified in Table 16.

ERS 5650TD-PWR

ERS 5698TFD-PWR

Switch Model PoE with one PoE with two PoE with thr_ee

power supply power supplies | power supplies
370 watts total 740 watts total

ERS 5650TD-PWR (600W) 7.7 watts/port 15.4 watts/port N/A

ERS 5650TD-PWR 740 watts total 740 watts total * N/A

(1000W) 15.4 watts/port 15.4 watts/port

ERS 5698TFD-PWR 740 watts total 1480 watts total | 1480 watts total *

(1000W) 7.7 watts/port 15.4 watts/port 15.4 watts/port

* Full 15.4 watts on every port with N+1 power redundancy

Table 16: ERS 5600 Power over Ethernet Options

Ethernet Routing Switch 5500

The PoE capable ERS 5520 stackable switch is available in both a 24-port and a 48-port version.
The ERS 5520 provides up to 320 watts per switch on standard 110/240 VAC power. To provide
more power and/or redundant power, use the ERS Redundant Power Supply 15 (RPS 15) to
augment the ERS 5520. The RPS 15 can support up to three ERS 5520 switches. The available
configurations for power options are specified in Table 17.

YT m‘mméii:".
L TETEY PESTYY PPETEY PEEEET .

ERS 5520-48T-PWR

ERS-24T-PWR

. PoE on Standard RPS 15 Power
Switch Model AC Sharing RPS 15 RPSU
ERS ERS-24T- 320 watts total 740 watts total 320 watts total
PWR 13.3 watts/port 15.4 watts/port 13.3 watts/port
ERS 5520-48T- 320 watts total 740 watts total 320 watts total
PWR 6.7 watts/port 15.4 watts/port 6.7 watts/port

Table 17: ERS 5500 Power over Ethernet Options
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Ethernet Routing Switch 4500

The PoE capable ERS 4500 stackable switches are available in 10/100 and 10/100/1000 48-port
versions. The ERS 4500 provides up to 370 watts per switch on standard 110/240 VAC power.
To provide more power and/or redundant power, use the ERS Redundant Power Supply 15 (RPS
15) to augment the ERS 4500. The RPS 15 can support up to three ERS 4500 switches. The
available configurations for power options are specified in Table 18.

ERS 4524GT-PWR

ERS 4526GTX-PWR

. PoE on Standard RPS 15 Power

Switch Model AC Sharing RPS 15 RPSU
ERS 4526 T-PWR 370 watts total 740 watts total 370 watts total
15.4 watts/port 15.4 watts/port 15.4 watts/port

ERS 4550T-PWR 370 watts total 740 watts total 370 watts total
7.7 watts/port 15.4 watts/port 7.7 watts/port

ERS 4524GT- 360 watts total 740 watts total 360 watts total
PWR 15.0 watts/port 15.4 watts/port 15.0 watts/port
ERS 4548GT- 320 watts total 740 watts total 320 watts total
PWR 6.7 watts/port 15.4 watts/port 6.7 watts/port
ERS 4526GTX- 360 watts total 740 watts total 360 watts total
PWR 15.0 watts/port 15.4 watts/port 15.0 watts/port

Table 18: ERS 4500 Power over Ethernet Options
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Ethernet Routing Switch 2500

The PoE capable ERS 2500 switches are available in both a 24-port and a 48-port version. With
both of these ERS 2500 switches, PoE is provided on half the ports (ports 1-12 of the 24 port
switch and ports 1-24 on the 48 port switch). The ERS 2500 provides up to 165 watts per switch
on standard 110/240 VAC power. The ERS 2500 does not support a redundant power option.
The available configurations for power options are specified in Table 19.

ERS 2526T-PWR ERS 2550T-PWR

. PoE on Standard RPS 15 Power
Switch Model AC Sharing RPS 15 RPSU
ERS 2526T-PWR 165 watts N/A N/A
ERS 2550T-PWR 165 watts N/A N/A

Table 19: ERS 2500 Power over Ethernet Options
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Redundant Power Supply 15 (RPS 15)

The RPS 15 provides redundant power to the Avaya stackable Ethernet switches (both PoE and
non-Poe). The RPS 15 is comprised of the following components:

U RPS 15 Chassis (supports up to three 600 watt power supplies)

U 600 Watt Power Supply

U DC-DC Converter (only required for some switches i see table below)
U DC cable to connect power supply to Ethernet switch

The RPS 15 supports two different DC cable types. The first (AA0005018) is used with all

Ethernet switches that have a built-in DC-DC converter and can provide a single power

connection to one Ethernet switch. The second type of cable, which comes in two models
(AAO0050201 256 and AAQMOM®HO02i1ls wused with all Et hernet S Wi
addition of the DC-DC converter module. This second cable type can provide a single power

connection for up to four Ethernet switches.

The RPS 15 can be added to an Ethernet switch or stack of Ethernet switches while the switches
are powered up and running. There is no need to power off the switch to connect the RPS 15

cable.
/ ERS 5520 \

DC Cable N ERS 5520
AA0005018

ERS 5510

ERS 5510

ERS 5510

ERS 5510

o \ DC Cable
AAOO0OO0O5020
g Or
RPS 15 with Three DC Cable
600w Power Supplies AA0005021

Figure 17: Redundant Power Supply 15 (RPS15)
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Table 20 provides information on the required components when using the RPS 15 with the
various Ethernet switching options.

PoE DC Cable A
Sueliieln oz Cap'able g:asssllss golfe%%ﬁ(;(‘))\;\; C(I)Drg:veDr(t:er 9l EILIAIT Igc(:)(?ablg
Switch Converter

ERS 5510 No 1 1 per 4 switches | Required N/A Required
ERS 5520 Yes 1 1 Built-In Required N/A
ERS 5530 No 1 1 Built-In Required N/A

ERS 4526FX No 1 1 per 4 switches | Required N/A Required

ERS 4526T No 1 1 per 4 switches | Required N/A Required
ERS 4526T-PWR Yes 1 1 Built-In Required N/A

ERS 4550T No 1 1 per 4 switches | Required N/A Required
ERS 4550T-PWR Yes 1 1 Built-In Required N/A

ERS 4524GT No 1 1 per 4 switches | Required N/A Required
ERS 4524GT-PWR Yes 1 1 Built-In Required N/A

ERS 4548GT No 1 1 per 4 switches | Required N/A Required
ERS 4548GT-PWR Yes 1 1 Built-In Required N/A

ERS 4526GTX No 1 1 per 4 switches | Required N/A Required
ERS g?NZSGTX' Yes 1 1 Built-In | Required N/A
ES 470-24T-PWR Yes 1 1 Built-In Required N/A
ES 470-48T-PWR Yes 1 1 Built-In Required N/A

ES 470-24T No 1 1 per 4 switches | Required N/A Required

ES 470-48T No 1 1 per 4 switches | Required N/A Required

Table 20: RPS 15 Configuration Options
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5.3 Configuring PoE
5.3.1 Stackable Ethernet Routing Switch

By default, POE Power Management is enabled by default with all POE ports power enabled at
power up. The following commands apply to the switches listed in the previous section.

5.3.1.1 Displaying PoE Status and Statistics and setting global settings

To display the PoE status and statistics, you can use the following commands:

To view the Global PoE status, enter the following command:

ERS Stackable(config)# show poe - main - status

ERS Stackable(config)# show poe - main - status unit <1 -8>

To view the PoE port status, enter the following command:

ERS Stackable(config)# show poe - port - status
ERS Stackable(config)# show poe - port -status < portjunit  /port>

To view power used on a PoE port, enter the following command:

ERS Stackable(config)# show poe - power - measurement

ERS Stackable(config)# show poe - power - measurement < portjunit  /port>

To change the trap threshold, enter the following commands:

ERS Stackable(config)#poe poe - power - usage - threshold <1 - 99>
ERS Stackable(conf  ig)#poe poe - power - usage - threshold unit <1 -8><1 -99>

To set the PD detection type, enter the following command:

ERS Stackable(config)# poe poe - pd- detect - type <802dot3af|802dot3ad_and_legacy>

ERS Stackable(config)# poe poe - pd- detect - type unit <1 - 8><802dot 3af|
802dot3ad_and_legacy>

Avaya Inc. T Proprietary & Confidential. 170
Use pursuant to the terms of your signed agreement or Avaya policy.

avaya.com




AVAYA

EDM:
To view or configure the PoE global status, enter the following:

1 Using EDM, go to the Device Physical View, right-click the switch and select Edit
1 Goto the PoE tab

AVAYA ENTERPRISE DEVICE MANAGER

ERS5000 - 5698-1 « % Device Physical View || f=] Unit, 1 ¥
4 =3 Configuration Unit || PoE || Unit stats
- () Administration
()Device « fpply | “% Refresh | @) Help
| Ediit
s Power (watts):
. £ Securty ) 650 watts
- [)Graph OperStatus: on
(i Power:-Management ConsumnptionPower(watts): 0 watts
[_IVLAN
- C)IP Routing UsageThreshold%: gg 1..99 %
 LIPvE [¥] MotificationControlEnable
[ ]GoS
() Serviceabilty PoweredDeviceDetect Type: | - gnp 3af @ 802.3aféndLegacySupport
[ JHelp

PowerPairs: signal

To view or configure the PoE port status, enter the following:
1 Using EDM, go to the Device Physical View, right-click the port or ports and select Edit
1 Go to the PoE tab

AVAYA ENTERPRISE DEVICE MANAGER

ERS5000 - 5698-1 &« % Device Physical Yiew Port 1/9 *
4 {5 Configuration Interface || YLAN || STG || EAPOL || EAPOL Advance || PoE
- ] Administration
> [_]Device o AR “Z Refresh @) Help
PJ i [¥] AdrminEnable
- ] Security
- [ Graph DetectionStatus: deliveringPower
b lFower Wanagement PowerClassifications: classo
- [JVLAN o
& (£7IP Routing PowerPrionity: | = qitical O high @ low
b CIPvE
b £JQ0S PowerLimit{watts): 1g 3..16 watts
. J‘_J i — Power measurement
> [_JHelp

Voltage(volts): 47.6 volts
Current{amps): 0.089 amps

Power(watts): 4.2 watts
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5.3.1.2 PoE Settings
CLI
By default, all ports support 802.3af Power Class of 0 providing up to 15.4W per port.

To disable PoE at a port level, enter the following commands:

ERS Stackable(config)# interface fastEthernet all
ERS Stackable (config -ify# poe poe - shutdown port <port #>
ERS Stackable (config -if)# exit

To configure the PoE power level, enter the following commands where the value <3-16> is
the power limit in watts:

ERS Stackable(config)# interface fastEthernet all
ERS Stackable(config - if)# poe poe - limit port <port #> <3 - 16>
ERS Stackable(config -if)y#  exit

To set the PoE port priority, enter the following commands:

ERS Stackable(config)# i nterface fastEthernet all
ERS Stackable(config - if)# poe poe - priority port <port #> <low|high|critical>
ERS Stackable(config -if)y#  exit
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EDM:

avaya.com

To disable PoE on a port via EDM, perform the following:

1 Go to the Device Phyical View
1 Right-click on the port and select Edit
o If you wish to configure multiple port, press the Ctrl key and left click each port you

wish to configure
1 Go to the PoE tab

AVAyA ENTERPRISE DEVICE MANAGER

ERS5000 - 5698-1
4 ] Configuration
i (] Administration
- [ ]Device
- () Edit
[ Security
I [ 1Graph
- [ Power Managemenit
- [IVLAN
& [ JIP Routing
b (CIIPYE
- []QoS
- [ Serviceahility
[ JHelp

% % Device Physical View | EE] Unit, 1 */|| E= Port 1/55 '*

Interface || vLaN || 5TG || EaPoL || EAPOL Advance || PoE || |

v A “Z Refresh | @) Help
[V] 8dminEnable

DetectionStatus: searching

PowerClassifications: classo

PowerPrionty: | =) critical O high @ low

PowerLimit(watts): 1g 3..16 watts

— Power measurement

Yoltage(volts): 0 volts
Current(amps): 0 amps

Power(watts): 0 watts
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5.3.2 Ethernet Routing Switch 8300
By default, POE Power Management is enabled with all PoE ports power enabled at power up.
5.3.2.1 Displaying PoE Status and Statistics

To display the PoE status and statistics, you can use the following commands:

To view the Global PoE status per module, enter the following command:

PPCLI

ERS 8310:5# show poe card info

CLI

ERS 8310:5# show poe mai n- status

To view the PoE port status, enter the following command:

PPCLI

ERS 8310:5# show poe port info
CLI

ERS 8310:5# show

To view the PoE port stats, enter the following command:

PPCLI

ERS 8310:5# show poe port stats

CLI

ERS 8310:5# show poe port -stat us

To view power used on a PoE port, enter the following command:

PPCLI

ERS 8310:5# show poe port power - measurement <slot/port>
CLI

ERS 8310:5# show poe port - stats

To view the PoE system status, enter the following command:

PPCLI

ERS 8310:5# show poe sy sinfo
CLI

ERS 8310:5# show poe sys - status
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JDM - Port Level

1 Right-click on the port> Edit>PoE
o If you wish to configure multiple ports, press the Ctrl key and left click each port you
wish to configure

PoE Statistics per port
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